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QUESTION 1

As a Google Workspace administrator for your organization, you are tasked with controlling which third-party apps can
access Google Workspace data. Before implementing controls, as a first step in this process, you want to review all the
third-party apps that have been authorized to access Workspace data. What should you do? 

A. Open Admin Console > Security > API Controls > App Access Control > Manage Third Party App Access. 

B. Open Admin Console > Security > API Controls > App Access Control > Manage Google Services. 

C. Open Admin Console > Security > Less Secure Apps. 

D. Open Admin Console > Security > API Controls > App Access Control > Settings. 

Correct Answer: A 

Explanation: https://support.google.com/a/answer/7281227?hl=en#zippy=%2Cstep- manage-third-party-app-access-to-
google-services-add- apps:~:text=In%20the%20Admin,App%20Access. 

 

QUESTION 2

The CEO of your company has indicated that messages from trusted contacts are being delivered to spam, and it is
significantly affecting their work. The messages from these contacts have not always been classified as spam.
Additionally, you recently configured SPF, DKIM, and DMARC for your domain. You have been tasked with
troubleshooting the issue. 

What two actions should you take? (Choose two.) 

A. Obtain the message header and analyze using Google Workspace Toolbox. 

B. Review the contents of the messages in Google Vault. 

C. Set up a Gmail routing rule to whitelist the sender. 

D. Conduct an Email log search to trace the message route. 

E. Validate that your domain is not on the Spamhaus blacklist. 

Correct Answer: AC  

 

QUESTION 3

How can you monitor increases in user reported Spam as identified by Google? 

A. Review post-delivery activity in the Email logs. 

B. Review user-reported spam in the Investigation Tool. 

C. Review spike in user-reported spam in the Alert center. 

D. Review post-delivery activity in the BigQuery Export. 
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Correct Answer: C 

Explanation: https://support.google.com/a/answer/9104586?hl=en 

 

QUESTION 4

Your organization\\'s information security team has asked you to determine and remediate if a user
(user1@example.com) has shared any sensitive documents outside of your organization. How would you audit access
to documents that the user shared inappropriately? 

A. Open Security Investigation Tool-> Drive Log Events. Add two conditions: Visibility Is External, and Actor Is
user1@example.com. 

B. Have the super administrator use the Security API to audit Drive access. 

C. As a super administrator, change the access on externally shared Drive files manually under user1@example.com. 

D. Open Security Dashboard-> File Exposure Report-> Export to Sheet, and filter for user1@example.com. 

Correct Answer: A 

https://support.google.com/a/answer/11480192?hl=enandref_topic=11479095#:~:text=View%
20files%20shared,Click%20Search. 

 

QUESTION 5

A retail company has high employee turnover due to the cyclical nature in the consumer space. The increase in leaked
confidential content has created the need for a specific administrative role to monitor ongoing employee security
investigations. What step should you take to increase the visibility of such investigations? 

A. Assign the `Services Admin\\' role to an administrator with `Super Admin\\' privileges. 

B. Create a `Custom Role\\' and add all the Google Vault privileges for a new administrator. 

C. Validate that the new administrator has access to Google Vault. 

D. Create a `Custom Role\\' and add the ability to manage Google Vault matters, holds, searches, and exports. 

Correct Answer: D 
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