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QUESTION 1

Your company uses a whitelisting approach to manage third-party apps and add-ons. The Senior VP of Sales

and Marketing has urgently requested access to a new Marketplace app that has not previously been vetted. The
company\\'s Information Security policy empowers you, as a Google Workspace admin, to grant provisional access
immediately if

all of the following conditions are met:

Access to the app is restricted to specific individuals by request only. The app does not have the ability to read or
manage emails. Immediate notice is given to the Infosec team, followed by the submission of a security risk analysis
report

within 14 days.

Which actions should you take first to ensure that you are compliant with Infosec policy?

A. Move the Senior VP to a sub-OU before enabling Marketplace Settings > "Allow Users to Install Any App from
Google Workspace Marketplace."

B. Confirm that the Senior VP\\'s OU has the following Gmail setting disabled before whitelisting the app: "Let users
delegate access to their mailbox."

C. Add the Marketplace app, then review the authorized scopes in Security > Manage API client access.
D. Search the Google Workspace support forum for feedback about the app to include in the risk analysis report.
Correct Answer: C

https://support.google.com/a/answer/7281227?hl=en

QUESTION 2

Your organization is on Google Workspace Enterprise and allows for external sharing of Google Drive files to facilitate
collaboration with other Google Workspace customers. Recently you have had several incidents of files and folders
being broadly shared with external users and groups. Your chief security officer needs data on the scope of external
sharing and ongoing alerting so that external access does not have to be disabled.

What two actions should you take to support the chief security officer\\'s request? (Choose two.)

A. Review who has viewed files using the Google Drive Activity Dashboard.

B. Create an alert from Drive Audit reports to notify of external file sharing.

C. Review total external sharing in the Aggregate Reports section.

D. Create a custom Dashboard for external sharing in the Security Investigation Tool.

E. Automatically block external sharing using DLP rules.

Correct Answer: BD
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https://support.google.com/a/answer/7584076?hl=enandref_topic=7563358

QUESTION 3

After migrating to Google Workspace, your legal team requests access to search all email and create litigation holds for
employees who are involved with active litigation. You need to help the legal team meet this request. What should you
do?

A. Add the legal team to the User Management Admin system role.

B. Add the legal team to the Google Vault Google Group.

C. Create a custom role with Google Vault access, and add the legal team.

D. Create a matter in Google Vault, and share with the legal team.

Correct Answer: C

Reference: https://gsuite.google.com/products/vault/

QUESTION 4

The credentials of several individuals within your organization have recently been stolen. Using the Google Workspace
login logs, you have determined that in several cases, the stolen credentials have been used in countries other than the
ones your organization works in. What else can you do to increase your organization\\'s defense-in-depth strategy?

A. Implement an IP block on the malicious user\\'s IPs under Security Settings in the Admin Console.

B. Use Context-Aware Access to deny access to Google services from geo locations other than the ones your
organization operates in.

C. Enforce higher complexity passwords by rolling it out to the affected users.

D. Use Mobile device management geo-fencing to prevent malicious actors from using these stolen credentials.
Correct Answer: B

https://support.google.com/a/answer/9262032?hl=en#zippy=%2Cdefine-access-
levelsbasicmode:~:text=This%20example%20shows%20an%20access%20level%20called%20%E2%
80%9Ccorp_access.%E2%80%9D%201f%20%E2%80%9Ccorp_access%E2%80%9D%20i
s%20applied%20t0%20Gmail%2C%20users%20can%

20access%20Gmail%200nly%20fro

m%20an%?20encrypted%20and%20company%2Downed%20device%2C%20and%20only
%20from%20the%20US%200r%20Canada.

QUESTION 5

You want to create a list of IP addresses that are approved to send email to your domain. To accomplish this, what
section of the Google Workspace Admin console should you update?
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A. Bypass spam filter

B. Content compliance rule
C. Approved email denylist
D. Email allowlist

Correct Answer: D
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