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QUESTION 1

In which of the following IDS evasion attacks does an attacker send a data packet such that IDS accepts the data
packet but the host computer rejects it?

A. Fragmentation overwrite attack
B. Fragmentation overlap attack
C. Evasion attack

D. Insertion attack

Correct Answer: D

QUESTION 2

Which of the following attacks allows an attacker to sniff data frames on a local area network (LAN) or stop the traffic
altogether?

A. Port scanning
B. ARP spoofing
C. Session hijacking
D. Man-in-the-middle

Correct Answer: B

QUESTION 3

Which of the following IDs is used to reassemble the fragments of a datagram at the destination point?
A. MAK ID

B. IP address

C. IP identification number

D. SSID

Correct Answer: C

QUESTION 4
Which of the following is used to implement a procedure to control inbound and outbound traffic on a network?

A. Sam Spade
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B. ACL

C. Cookies
D. NIDS

Correct Answer: B

QUESTION 5

Which of the following ports cannot be used to access the router from a computer?
A. Console port

B. Vty

C. Aux port

D. Serial port

Correct Answer: D
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