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QUESTION 1

You work as a Network Administrator for Rick International. The company has a TCP/IP-based network. A user named
Kevin wants to set an SSH terminal at home to connect to the company\\'s network. You have to configure your
company\\'s router for it.

By default, which of the following standard ports does the SSH protocol use for connection?

A 21

B. 443

C. 80

D. 22

Correct Answer: D

QUESTION 2

Which of the following ICMPvV6 neighbor discovery messages is sent by hosts to request an immediate router
advertisement, instead of waiting for the next scheduled advertisement?

A. Neighbor Advertisement
B. Neighbor Solicitation

C. Router Solicitation

D. Router Advertisement

Correct Answer: C

QUESTION 3

Which of the following vulnerability scanners detects vulnerabilities by actually performing attacks?
A. Port scanner

B. Computer worm

C. Network enumerator

D. Web application security scanner

Correct Answer: D

QUESTION 4
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Which of the following attacks allows an attacker to sniff data frames on a local area network (LAN) or stop the traffic
altogether?

A. Port scanning
B. ARP spoofing
C. Session hijacking
D. Man-in-the-middle

Correct Answer: B

QUESTION 5

Which of the following protocols does IPsec use to perform various security functions in the network? Each correct
answer represents a complete solution. (Choose all that apply.)

A. Internet Key Exchange

B. Authentication Header

C. Encapsulating Security Payload
D. Skinny Client Control Protocol

Correct Answer. ABC
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