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QUESTION 1

Jain works as a professional Ethical Hacker. He has been assigned the project of testing the security of testing the
security of www.abc.com. Jain notices that the ABC network is vulnerable to a man-in-themiddle attack since the key
exchange process of the cryptographic algorithm it is using does not authenticate participants. Which of the following
cryptographic algorithms is being used by the ABC server?

A. RSA

B. Blowfish

C. Diffie-Hellman

D. Twofish

Correct Answer: C

QUESTION 2

The promiscuous mode is a configuration of a network card that makes the card pass all traffic it receives to the central
processing unit rather than just packets addressed to it.

Which of the following tools works by placing the host system network card into the promiscuous mode?
A. Sniffer

B. THC-Scan

C. NetStumbler

D. Snort

Correct Answer: A

QUESTION 3

You work as a Network Security Administrator for NetPerfect Inc. The company has a Windowsbased network. You are
in charge of the data and network security of the company. While performing a threat log analysis, you observe that one
of the database administrators is pilfering confidential data.

What type of threat is this?

A. Zombie

B. External threat

C. Malware

D. Internal threat

Correct Answer: D
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QUESTION 4

Which of the following is an attack with IP fragments that cannot be reassembled?
A. Password guessing attack

B. Smurf attack

C. Teardrop attack

D. Dictionary attack

Correct Answer: C

QUESTION 5

Which of the following modes is also referred to as client mode?
A. Ad-hoc mode

B. Manage mode

C. Monitor mode

D. Master mode

Correct Answer: B
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