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QUESTION 1

Which of the following is a hardware/software platform that is designed to analyze, detect and report on security related
events.

NIPS is designed to inspect traffic and based on its configuration or security policy, it can drop the malicious traffic?
A. NIDS
B. HIDS
C. HIPS
D. NIPS

Correct Answer: D

QUESTION 2

Audit trail or audit log is a chronological sequence of audit records, each of which contains evidence directly pertaining
to and resulting from the execution of a business process or system function.

Under which of the following controls does audit control come?
A. Protective controls

B. Reactive controls

C. Detective controls

D. Preventive controls

Correct Answer: C

QUESTION 3

Which of the following tools can be used as a Linux vulnerability scanner that is capable of identifying operating systems
and network services?

Each correct answer represents a complete solution. (Choose all that apply.)
A. Cheops-ng

B. Elsave

C. Cheops

D. Fport

Correct Answer: AC
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QUESTION 4

You work as a Network Administrator for Rick International. The company has a TCP/IP-based network. A user named
Kevin wants to set an SSH terminal at home to connect to the company\\'s network. You have to configure your
company\\'s router for it.

By default, which of the following standard ports does the SSH protocol use for connection?

A 21

B. 443

C. 80

D. 22

Correct Answer: D

QUESTION 5

Mark has been assigned a project to configure a wireless network for a company. The network should contain a
Windows 2003 server and 30 Windows XP client computers. Mark has a single dedicated Internet connection that has
to be shared among all the client computers and the server. The configuration needs to be done in a manner that the
server should act as a proxy server for the client computers.

Which of the following programs can Mark use to fulfill this requirement?

A. Wingate

B. Microsoft Internet Security and Acceleration Server (ISA)

C. Sniffer

D. SOCKS

Correct Answer: A
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