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QUESTION 1

Which of the following features does the Nmap utility have? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. It uses operating system fingerprinting technology to identify the operating system running on a target system. 

B. It identifies services running on systems in a specified range of IP addresses using scanning and sweeping feature. 

C. It has a stealth approach to scanning and sweeping. 

D. It is a location where an organization can easily view the event of a disaster, such as fire, flood, terrorist threat, or
other disruptive events. 

Correct Answer: ABC 

 

QUESTION 2

What is the easiest way to verify that name resolution is functioning properly on a TCP/IP network? 

A. Use the TRACERT command with the /pingname parameter. 

B. Ping the source host with its IP address. 

C. Ping the source host with its computer name. 

D. Check the IP statistics on the file server. 

Correct Answer: C 

 

QUESTION 3

Rick works as the Security Manager for ABC Inc. He wants to continue the evaluation of rules according to 

the ordered list to identify matches even if a match is found. 

Which of the following rulebases will he use to accomplish the task? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. Backdoor rulebase 

B. Nonterminal rulebase 

C. Terminal rulebase 

D. IDP rulebase 

Correct Answer: BD 
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QUESTION 4

Which of the following commands can change the IOS to be loaded in a router? 

A. reload system 

B. reboot system 

C. boot system 

D. load system 

Correct Answer: C 

 

QUESTION 5

At which of the following layers of the OSI reference model does a Proxy firewall, also known as Application Gateway
Firewall, filter information? 

Each correct answer represents a part of the solution. (Choose all that apply.) 

A. Transport layer 

B. Physical layer 

C. Application layer 

D. Presentation layer 

Correct Answer: AC 
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