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QUESTION 1

In 802.1XEAP-TLS, how can a network administrator control network access of corporate users?
A. by selecting which user groups are entitled to deploy a certificate on their endpoints

B. by selecting which endpoints are entitled to install a certificate

C. by defining corporate users as guests

D. by disabling or deleting the user\\'s endpoint in User Access Manager

Correct Answer: B

QUESTION 2

What is the purpose of Transparent MAC authentication?

A. to allow endpoints associated with a valid account to register on the BYOD page

B. to allow endpoints associated with the Default BYOD user to authenticate transparently
C. to allow endpoints associated with a valid account to authenticate transparently

D. to allow endpoints associated with a valid guest account to register on the BYOD page

Correct Answer: D

QUESTION 3

Refer to the exhibit.
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A client can roam successfully between AP1 and AP2. However, the client is unable to roam between AP2 and AP3.
What could be the problem?

A. The client is not using RSN+802.1X authentication mode.
B. The AP2 and AP3 are not in the same mobility group.

C. The network is using IPv6.

D. The IACTP service has been disabled on AC1.

Correct Answer: D

QUESTION 4

A company plans to deploy an HP MSM wireless network. The company currently has a RADIUS server that is used to
control employee access to the company\\'s Intranet from wired clients. They want to use the same RADIUS server to
control employee\\'s access from wireless clients.

The company also wants to allow guests to connect to the wireless network. They want to allow the guests to reach the
Internet, but they want to make sure that guests cannot reach the company\\'s Intranet.

Based on these requirements, which traffic optimization scheme should be implemented?
A. Deploy distributed forwarding for employees and distributed forwarding with centralized authentication for guests.
B. Deploy distributed forwarding for employees and centralized access control for guests.

C. Deploy centralized access control for employees and distributed forwarding with centralized authentication for
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guests.

D. Deploy centralized access control for employees and distributed forwarding for guests.

Correct Answer: C

QUESTION 5

A network administrator is setting up a wireless network secured by 802.1X authentication in EAP mode with an HP
BYOD solution. What is an important concept to remember when configuring a Windows laptop to access the wireless
network?

A. Root certificates from a Certificate Authority are not needed. The laptop will validate the RADIUS certificate using its
client certificate.

B. Do not validate any certificates sent by the RADIUS server. This may cause security issues.
C. User Access Manager can self-generate its own certificate, and this kind of certificate does not need any validation.

D. To automatically validate a certificate sent by User Access Manager (UAM), a client must have a root certificate from
the Certificate Authority that issued the UAM certificate

Correct Answer: A
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