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QUESTION 1

Refer to the exhibit.
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You are monitoring network traffic and considering DNS flow patterns. Where is a good location to place the Network
Tap or Taps? (Location D will capture all DNS requests.)

A. Yes
B. No

Correct Answer: B

QUESTION 2

An IntroSpect installation has been up for a day. While validating the log sources, you see an Aruba
Firewall log source configured on a Packet Processor that has shown up on the interface in the analyzer.
While evaluating conversation data you notice there is no eflow data from AMON. You log into the
controller and confirm there is user activity in the dashboard.

Would this be a correct statement about this situation? (The Packet Processor has been configured
correctly.)

A. Yes

B. No
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Correct Answer: B

QUESTION 3

Would this be a proper correlation between entity and attack stage? (You see an alert for a user sending DNS requests
for TOR sites, and correlate this to data exfiltration.)

A. Yes
B. No

Correct Answer: A

QUESTION 4

You are an administrator who made a few configuration changes in the IntroSpect Packet Processor, and a restart is
required after those changes. Is this a valid method to restart the Packet Processor? (SSH into the Packet Processor,
and log in as "admin" and issue the command #>shutdown -r now.)

A. Yes

B. No

Correct Answer: B

QUESTION 5

While reviving the logs at a customer site you notice that one particular device is accessing multiple
servers in the environment, using a number of different user accounts. When you question the IT admin,
they tell you that the computer is a JumpBox and running software used to monitor all of the servers in the
environment.

Would this be a logical next step? (You can safely ignore this activity as this is normal behavior for a
JumpBox.)

A. Yes

B. No

Correct Answer: B
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