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QUESTION 1
Which most accurately describes the First Applicable rule evaluation algorithm in Enforcement Policies?

A. Each rule is checked and once a match is found, the Enforcement profile assigned to that rule is applied and the rule
matching stops.

B. All rules are checked and if there is no match, no Enforcement profile is applied.

C. Each rule is checked and once a match is found, the Enforcement profile assigned to that rule is applied. along with
the default Enforcement profile.

D. All rules are checked for any matching rules and their respective Enforcement profiles are applied.

Correct Answer: D

QUESTION 2

Which ClearPass posture token indicates that while the client is compliant, there is an available update for the client?
A. Healthy

B. Checkup

C. Unknown

D. Remediate

E. Infected

Correct Answer: B

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.6/PolicyManager/Content/

CPPM_UserGuide/Posture/postureArchandFlow.html

QUESTION 3

What is the purpose of a guest self-registration page in ClearPass?

A. to allow employees to get their own devices securely connected to the network
B. to allow contractors to create their own accounts in Active Directory

C. to allow employees\\' sponsors to create accounts for their guests

D. to allow employees to easily get their corporate devices on the network

E. to allow guest users to create a login account for the web login page

Correct Answer: B
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Guest self-registration allows an administrator to customize the process for guests to create their own visitor accounts.
Self-registration is also referred to as self-provisioned access

Reference http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Configuration/
CustomizingSelfProvisionedAccess.htm

QUESTION 4

Customize Guest Registration

NAS Login
Options controlling logging into a NAS for self-registered guests.

Enabled: [ Enable guest login to a Network Access Server

-hr-t_xba Ne'twurks__ v

* Vendor Settings: : : .
Select a predefined group of settings suitable for standard network configurations.

Controller-initiated — Guest browser performs HTTP form submit v

Login Method:  select how the user’s network login will be handled.
Server-initiated logins require the user’s MAC address to be available, usually from the captive p

securelogin.arubanetworkscom

IP Address:
Enter the IP address or hostname of the vendor’s product here,

USB.\'.'BI:Id-ledEfBIl“ v

Secure Login: ; : |
Select a security option to apply to the web login process,

] The controller will send the IP to submit credentials

Dynamic Address: In multi-controller deployments, it is often required to post credentials to different addresses mac
The address above will be used whenever the parameter is not available or fails the requirement:

Default Destination
Options for controlling the destination clients will redirect to after login.

Default URL:  Enter the default URL to redirect clients.
Please ensure you prepend "http://" for any external domain.

U] Force default destination for all clients

Override Destination; EhT i .
If selected, the client's default destination will be overridden regardiess of its value.

W

Based on the self-registration customization, what is the expected outcome?

A. When the user connects to an Aruba NAD device, the user will be redirected to this self-registration page.

B. When the user completes the self-registration form, a NAS login request will be sent from the client to ClearPass
alternate domain at securelogin.arubanetworks.com.

C. When the user browses to securelogin.arubanetworks.com, the user will be redirected to the self-registration page.

D. User credentials will be sent to the NAD device when the user clicks the login button on the self-registration receipt
page.
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E. When the user clicks the register button on the self-registration page, user credentials will be sent to the NAD.

Correct Answer: B

QUESTION 5

When adding an Active Directory server as an authentication source in ClearPass, what is the purpose of the “Search
Base DN\\' feature?

A. to indicate to ClearPass the node in the AD tree structure where it should start to search for records
B. to find the distinguished name of a particular user in Active Directory

C. to indicate to Clear Pass the Active Directory domain to append to the username

D. to find the base DN of a particular user in Active Directory

E. to search for AD user and group account to authenticate users from ClearPass

Correct Answer: A

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/Active
%?20Directory/AD_auth_source_adding.htm
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