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QUESTION 1

Which most accurately describes the First Applicable rule evaluation algorithm in Enforcement Policies? 

A. Each rule is checked and once a match is found, the Enforcement profile assigned to that rule is applied and the rule
matching stops. 

B. All rules are checked and if there is no match, no Enforcement profile is applied. 

C. Each rule is checked and once a match is found, the Enforcement profile assigned to that rule is applied. along with
the default Enforcement profile. 

D. All rules are checked for any matching rules and their respective Enforcement profiles are applied. 

Correct Answer: D 

 

QUESTION 2

Which policy component is the final step in the policy service flow in ClearPass? 

A. Enforcement 

B. Posture 

C. Authorization 

D. Roles 

E. Authentication 

Correct Answer: A 

 

QUESTION 3

Which statement most accurately describes how users with Active Directory credentials authenticate with ClearPass
when Active Directory is used as an authentication source for an 802.1x service in ClearPass? 

A. A Kerberos request is sent from the Network Access Device to ClearPass which initiates a RADUIS request to the
AD server. 

B. A RADIUS request is sent from the Network Access Device to the AD server which communicates with ClearPass. 

C. An LDAP request is sent from the Network Access Device to the AD server which communicates with ClearPass. 

D. An LDAP request is sent from the Network Access Device to ClearPass which initiates a RADIUS request to the AD
server. 

E. A RADIUS request is sent from the Network Access Device to the ClearPass which communicates with the AD
server. 

Correct Answer: C 
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Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/3%
20Active%20Directory/AD_auth_source_adding.htm 

 

QUESTION 4

What is the purpose of a RADIUS IETP Session Timeout attribute being sent to an Aruba Controller when a guest
authenticates successfully? 

A. For the controller to initiate a RADIUS re-authentication automatically when the time limit is reached. 

B. For ClearPass to send a RADIUS CoA message to the client when the time limit is reached. 

C. For the user to initiate a RADIUS re-authentication when the time limit is reached. 

D. For ClearPass to send a RADIUS CoA message when the time limit is reached. 

E. For the Controller to end the user\\'s authenticated session when the time limit is reached. 

Correct Answer: E 

 

QUESTION 5

Which actions are necessary to set up a ClearPass guest captive portal web login page to authenticate guest users?
(Select three.) 

A. Configure the guest pre-authentication role on ClearPass. 

B. Select the user login checkbox in ClearPass Guest. 

C. Create a web login page in ClearPass Guest. 

D. Create Guest Service in ClearPass policy Manager. 

E. Redirect Aruba Controller URL to ClearPass server web login page. 

Correct Answer: ABD 

Reference https://community.arubanetworks.com/t5/Aruba-Solution-Exchange/IAP-ClearPass-GuestCaptive-Portal/ta-
p/202675 
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