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QUESTION 1

What happens when a client successfully authenticates but does not match any Enforcement Policy rules?

A. no role is applied to the device

B. logon profile is applied to the device

C. default Enforcement profile is applied

D. guest rule is applied to the device

E. default rule is applied to the device

Correct Answer: C

The first time a device connects, it\\'s allowed on in a limited state (session timeout is a low value and DHCP is allowed)
because it doesn\\'t match any Enforcement policy rules based on Endpoint Category. The default enforcement profile is

used.

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252

QUESTION 2

Which actions are necessary to set up a ClearPass guest captive portal web login page to authenticate guest users?
(Select three.)

A. Configure the guest pre-authentication role on ClearPass.

B. Select the user login checkbox in ClearPass Guest.

C. Create a web login page in ClearPass Guest.

D. Create Guest Service in ClearPass policy Manager.

E. Redirect Aruba Controller URL to ClearPass server web login page.
Correct Answer: ABD

Reference https://community.arubanetworks.com/t5/Aruba-Solution-Exchange/IAP-ClearPass-GuestCaptive-Portal/ta-
p/202675

QUESTION 3

An organization wants to ensure a client\\'s antivirus is installed and up to date prior to allowing network access.
Which ClearPass feature can be used to accomplish this?

A. Guest with sponsor approval

B. OnGuard
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C. Guest with self-registration
D. Onboarding
E. RADIUS Authorization

Correct Answer: B

QUESTION 4

What is the primary use of the ClearPass OnGuard Application?
A. Device Profiling

B. Guest Access

C. Secure Employee Access

D. Endpoint Posture

E. Onboarding BYOD Devices

Correct Answer: D

Reference: https://www.arubanetworks.com/assets/ds/DS_ClearPass_OnGuard.pdf

QUESTION 5

How do apple iOS 4 and iOS 5 devices download the Onboard provisioning profile and credentials from ClearPass?
A. Bonjour

B. Quick Connect

C. SNMP

D. FTP

E. Over the air API

Correct Answer: E
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