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QUESTION 1

An organization wants to have employees connect their own personal devices securely to the WLAN. Which ClearPass
feature can be used to accomplish this? 

A. Enforcement 

B. Guest 

C. Profiling 

D. Onboarding 

E. Guest with self-registration 

Correct Answer: D 

Reference http://www.arubanetworks.com/pdf/solutions/CS_ConsulateHealthCare.pdf 

 

QUESTION 2

What information is needed to add ClearPass to an Active Directory Domain? (Choose two.) 

A. domain user credentials 

B. CPPM enterprise credentials 

C. Administrator FQDN 

D. domain controller FQDN 

E. Administrator user credentials 

Correct Answer: DE 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/Active
%20Directory/Joining_AD_domain.htm 

 

QUESTION 3

What is the purpose of using a role mapping policy in an 802.1x service with Active Directory as the authentication
source? 

A. to translate and combine AD attributes into ClearPass roles 

B. to send roles from ClearPass to the AD user to update a user\\'s group membership 

C. to enable attributes as roles directly without needing role mapping rules 

D. to send Aruba firewall roles back to the Aruba Network Access Device 
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E. to send details of a user\\'s connection to the AD user to store in its database 

Correct Answer: B 

 

QUESTION 4

When enforcement action is used in ClearPass to bounce a client? 

A. Webpage redirect 

B. ACL 

C. VLAN attribute 

D. RADIUS VSA 

E. RADIUS CoA 

Correct Answer: E 

In the Profiler tab, change the RADIUS CoA Action to "[Cisco - Bounce-Host-Port]". Make sure your switch is configured
for this. 

Reference http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252 

 

QUESTION 5

Which policy component is the final step in the policy service flow in ClearPass? 

A. Enforcement 

B. Posture 

C. Authorization 

D. Roles 

E. Authentication 

Correct Answer: A 
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