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QUESTION 1

( (Radius:IETF:NAS-Port-Type EQUALS Ethernet (15))

AND (Radius:1ETF:Service-Type BELONGS_TO Login-User (1), Framed-
! L User (2), Authenticate-Only (8)) )
[Configuration>>Services>>Reorder | sND (Connection:Protocol EQUALS RADIUS)

Reorder Services

-
Order Name - -
e TR N rﬂd—--—----------nn_ﬂﬂ----l
1 [Policy Manager Admin Nefye —_
Service] = - :l Service Rule 1
2 podBwired 5" _#” " | ( (Radius:IETF:NAS-Port-Type BELONGS_TO Ethernet (15), Wireless- ||

= bt o | 802.11 (19)) [

3 podB-mac auth &% mm mm = = "i AND (Radius:[ETF:Service-Type BELONGS_TO Login-User (1), Call- g

4  podBwireless Check (10)) 1

v—-———-atww-l AND (Connection:Client-Mac-Address EQUALS %{Radius:IETF:User- i
8 e Il Name}) )

% "‘hJ AND (Connection:Protocol EQUALS RADIUS) :

I|AND (Radius:1ETF:Service-Type BELONGS_TO Login-User (1), Framed-

J| User (2), Authenticate-Only (8))

1 AND (Radius:Aruba:Aruba-Location-Id EXISTS )

I AND (Radius:Aruba:Aruba-Essid-Name EXISTS ) )
AND (Connection:Protocol EQUALS RADIUS

Refer to the exhibit. A user connects to an Aruba Access Point wireless SSID named "secure-corporate” and performs
an 802.1X authentication with ClearPass as the authentication server.

Based on this service configuration, which service will be triggered?
A. pod8-mac auth

B. No service will be triggered

C. pod8wireless

D. [Policy Manager Admin Network Service]

E. pod8wired

Correct Answer: A

QUESTION 2
What happens when a client successfully authenticates but does not match any Enforcement Policy rules?

A. no role is applied to the device
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B. logon profile is applied to the device

C. default Enforcement profile is applied

D. guest rule is applied to the device

E. default rule is applied to the device

Correct Answer: C

The first time a device connects, it\\'s allowed on in a limited state (session timeout is a low value and DHCP is allowed)
because it doesn\\'t match any Enforcement policy rules based on Endpoint Category. The default enforcement profile is

used.

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252

QUESTION 3

Which device verifies the Server certificate during the Over the air provisioning process?
A. Aruba Controller

B. Active Directory

C. ClearPass Onboard

D. Client

E. ClearPass Policy Manager

Correct Answer: E

QUESTION 4

In which stage of the Onboard process is the device dotlx supplicant configured?
A. Provisioning

B. Pre-provisioning

C. Authentication

D. Authorization

E. EAP authentication

Correct Answer: C

QUESTION 5

Which ClearPass posture token indicates that while the client is compliant, there is an available update for the client?
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A. Healthy

B. Checkup

C. Unknown

D. Remediate

E. Infected

Correct Answer: B

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.6/PolicyManager/Content/

CPPM_UserGuide/Posture/postureArchandFlow.html
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