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QUESTION 1

Refer to the exhibit.

| View Endpoint

MAC Address BEbBEEEZ.ﬁ:Idf IP Address 192.168.1.252
Description Static IP FALSE
Status Unknown ‘Hostname
Added by Policy Manager MAC Yendor Apple
Category SmartDevice
05 Family Apple
Device Name Appie iPad
. Updated At Apr10, 2013 19:47: 2B UTC
1 Show Fingerprint =
Host User Agent Mozilla/5.0 (iPad; CPU OS5 6_0_2 like Mac OS X) AppleWebKit/536.26 (KHTML, like
Gecko) Version/6.0 Mobile/10A8500 Safan/8536.25
BDHCP OptionS5 [[1,3,6,15,119,2527]
DHCP Options [*53.55,57,61,50,51,127]

Based on the Endpoint information shown, which collectors were used to profile the device as Apple iPad? (Select two.)
A. HTTP User-Agent

B. SNMP

C. DHCP fingerprinting

D. SmartDevice

E. Onguard Agent

Correct Answer: AC

HTTP User-Agent

In some cases, DHCP fingerprints alone cannot fully classify a device. A common example is the Apple family of smart
devices; DHCP fingerprints cannot distinguish between an Apple iPad and an iPhone. In these scenarios, User-Agent

strings sent by browsers in the HTTP protocol are useful to further refine classification results.

User-Agent strings are collected from:
*
ClearPass Guest

ClearPass Onboard
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Aruba controller through IF-MAP interface

Note: Collectors are network elements that provide data to profile endpoints. The following collectors send endpoint
attributes to Profile:

*

DHCP DHCP snooping Span ports

*

ClearPass Onboard

*

HTTP User-Agent

*MAC OUI ?Acquired via various auth mechanisms such as 802.1X, MAC auth, etc.

*

ActiveSync plugin
*

CPPM OnGuard
*SNMP

*

Subnet Scanner

*

IF-MAP

Cisco Device Sensor (Radius Accounting)

*

MDM

References: Tech Note: ClearPass Profiling (2014), page 11 https://community.arubanetworks.com/aruba/attachments/
aruba/ForoenEspanol/653/1/ClearPass%20Profiling%20TechNote.pdf

QUESTION 2
Which licenses are included in the built-in Starter kit for ClearPass?

A. 10 ClearPass Guest licenses, 10 ClearPass Onguard licenses and 10 ClearPass Onboard licenses
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B. 25 ClearPass Profiler licenses

C. 25 ClearPass Enterprise licenses

D. 10 ClearPass Enterprise licenses

E. 25 ClearPass Redundancy licenses

Correct Answer: C

All CPPM\\'s comes bundled with 25 Enterprise application licenses so you can test the functionality of the Applications

as this license can be used for any of them. References: http://community.arubanetworks.com/t5/Security/ClearPass-
licensing-explained-August-MHC/td-p/195719

QUESTION 3

A customer would like to deploy ClearPass with these requirements: between 2000 to 3000 corporate users need to
authenticate daily using EAP-TLS should allow for up to 1000 employee devices to be Onboarded should allow up to
100 guest users each day to authenticate using the web login feature

What is the license mix that customer will need to purchase?

A. CP-HW-2k, 1000 Onboard, 100 Guest

B. CP-HW-500, 1000 Onboard, 100 Guest

C. CP-HW-5k, 2500 Enterprise

D. CP-HW-5k, 1000 Enterprise

E. CP-HW-5kK, 100 Onboard, 100 Guest

Correct Answer: C

QUESTION 4

What is the purpose of the Audit Viewer in the Monitoring section of ClearPass Policy Manager?
A. to audit client authentications

B. to display changes made to the ClearPass configuration

C. to display the entire configuration of the ClearPass Policy Manager

D. to audit the network for PCI compliance

E. to display system events like high CPU usage.

Correct Answer: B
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QUESTION 5

Which collectors can be used for device profiling? (Select two.)
A. Username and Password

B. ActiveSync Plugin

C. Client\\'s role on the controller

D. Onguard agent

E. Active Directory Attributes

Correct Answer: BD
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