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QUESTION 1

Which settings need to be validated for a successful EAP-TLS authentication? (Select two.) 

A. Username and Password 

B. Pre-shared key 

C. WPA2-PSK 

D. server Certificate 

E. Client Certificate 

Correct Answer: DE 

When you use EAP with a strong EAP type, such as TLS with smart cards or TLS with certificates, both the client and
the server use certificates to verify their identities to each other. Certificates must meet specific requirements both on
the server and on the client for successful authentication. 

References: https://support.microsoft.com/en-us/help/814394/certificate-requirements-when-you-use-eap-tls-or-peap-
with-eap-tls 

 

QUESTION 2

Refer to the exhibit. 
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When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. 

What is the Address field value `securelogin.arubanetworks.com\\' used for? 

A. for ClearPass to send a TACACS+ request to the NAD 

B. for appending to the Web Login URL, before the page name 

C. for the client to POST the user credentials to the NAD 

D. for ClearPass to send a RADIUS request to the NAD 

E. for appending to the Web Login URL, after the page name. 

Correct Answer: C 

 

QUESTION 3
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An employee provisions a personal smart phone using the Onboard process. In addition, the employee has a corporate
laptop provided by IT that connects to the secure network. How many licenses does the employee consume? 

A. 1 Policy Manager license, 2 Guest Licenses 

B. 2 Policy Manager licenses, 1 Onboard License 

C. 1 Policy Manager license, 1 Onboard License 

D. 1 Policy Manager license, 1 Guest License 

E. 2 Policy Manager licenses, 2 Onboard Licenses 

Correct Answer: B 

 

QUESTION 4

Refer to the exhibit. 

Based on the Guest Role Mapping Policy shown, what is the purpose of the Role Mapping Policy? 

A. to display a role name on the Self-registration receipt page 

B. to send a firewall role back to the controller based on the Guest User\\'s Role ID 

C. to assign Controller roles to guests 

D. to assign three roles of [Contractor], [Guest] and [Employee] to every guest user 

E. to create additional account roles for guest administrators to assign to guest accounts 

Correct Answer: C 

 

QUESTION 5

An SNMP probe is sent from ClearPass to a network access device, but ClearPass is unable to obtain profiling
information. What are likely causes? (Select three.) 
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A. Only SNMP read has been configured but SNMP write is needed for profiling information. 

B. An external firewall is blocking SNMP traffic. 

C. SNMP is not enabled on the NAD. 

D. SNMP community string in the ClearPass and NAD configuration is mismatched. 

E. SNMP probing is not supported between ClearPass and NADs. 

Correct Answer: BCD 

Verify firewall port 162 (default) is open between AMP and the controller. 

SNMP must be enabled on the NAD. 

The community string that ClearPass is using to access the NAD might be wrong. 

References: https://community.arubanetworks.com/t5/Monitoring-Management-Location/SNMP-Get-Failed-quot-error-
message/ta-p/169774 
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