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QUESTION 1

Refer to the exhibit.

& e c—
Network Access ClearPass
| Device
. 'i Associates >
 [[Redirects (1) T|cantive portar

Hlowse to Register page (2
=« Complete registration L‘
+ form Submit form (3)

Display receipt page {4)’]
Submit form >
I‘i Login message page (5) ]NAS Login
jAutomated NAS login (6) > Access-Request Authentication
' ccess- Response .]Authar'trar.-bn
Il I ".'.'-"'.'-.F'Iii!l'iilliiiliii ﬁGUESt rulg {?}

| Network access (8)

li Status: Unauthorized  Authentcating
Authorized

Based on the guest Self-Registration with Sponsor Approval workflow shown, at which stage is an email request sent to
the sponsor?

A. after "Guest Role (7)\\

B. after "Login Message page (5)\\
C. after “Submit form (3)\\

D. after "Automated NAS login (6)\\
E. after "Redirects (1)\\

Correct Answer: C

There\l's the Self Service part of provisioning one\\'s information. Then the sponsor/operator part to confirm that guest is
valid. Then the enablement via the sponsor/operator clicking \\'confirm\\'.
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Automated Guest Self-service

New Visitor ClearPass Policy Manager
Access Network
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References: https://community.arubanetworks.com/t5/Security/Guest-Captive-Portal-sponsor-approval-architecture/td-
p/267625

QUESTION 2

Refer to the exhibit.
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Policy Manager Entity Details

Enforcement Profile - Lab 4 - Company12 Onboard Pre-Provisioning

MName: Lab = - CompanylZ Onboard FrE—Pmr\rSnmg =

= ST s i T i

Descripton: Use Aruba user role 'BYOD-Provision’ for pra-provisioned Onboard users
Action: Accept

Device Group.ist: =

Attnbutes
Tm e !‘_gme i : i Eig=r yaim._:__
1. Radmus:Aruba : Aruba-User-Role BYOD-Provision

Security > User Roles > Edit Role(BYOD-Provision)

User Roles = SystemRoles = Policies Time:Ranges = Guest Access. |

a I . ., £ ﬁl.l v | | i
Onboarding Page Onboarding Page -~ | Change E

Based on the ClearPass and Aruba Controller configuration settings for Onboarding shown, which statement accurately
describes an employee\\'s new personal device connecting to the Onboarding network? (Select two.)

A. Post-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller.
B. Pre-Onboarding, the device will be redirected to the “Onboarding Page\\' Captive Portal.

C. The BYOD-Provision role is a ClearPass internal role and exists in ClearPass.

D. The device will not be redirected to any Onboarding page.

E. Pre-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller.
Correct Answer: BE

You can pre-provision with the Aruba controller firewall role of BY OD-Provision.

From the Firewall policies part of the exhibit, we see that the onboarding page is set to captive portal.
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References: https://community.arubanetworks.com/t5/Security/CP-OnBoard-not-redirecting-to-portal-on-single-SSID/td-
p/284506

QUESTION 3

Which collectors can be used for device profiling? (Select two.)
A. Username and Password

B. ActiveSync Plugin

C. Client\\'s role on the controller

D. Onguard agent

E. Active Directory Attributes

Correct Answer: BD

QUESTION 4

What is the purpose of the Audit Viewer in the Monitoring section of ClearPass Policy Manager?
A. to audit client authentications

B. to display changes made to the ClearPass configuration

C. to display the entire configuration of the ClearPass Policy Manager

D. to audit the network for PCI compliance

E. to display system events like high CPU usage.

Correct Answer: B

QUESTION 5

When a third party Mobile Device Management server is integrated with ClearPass, where is the endpoint information
from the MDM server stored in ClearPass?

A. Endpoints repository

B. Onboard Device repository
C. MDM repository

D. Guest User repository

E. Local User repository

Correct Answer: A
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A service running in CPPM periodically polls MDM servers using their exposed APIs. Device attributes obtained from

MDM are added as endpoint tags. Profiler related attributes are send to profiler which uses these attributes to derive
final profile.

References: ClearPass Profiling TechNote (2014), page 23 https://community.arubanetworks.com/aruba/attachments/ar
uba/ForoenEspanol/653/1/ClearPass%20Profiling%20TechNote. pdf
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