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QUESTION 1

Refer to the exhibit.

Home >> Configuration >> Web Logins

RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

* Name: | Guest Network |
Enter a name for this web login page.
Page Name: |Aruba login |

Enter a page name for this web login.
The web login be accessible from “/guest/page _name.php”.

Description:

Comments or descriptive text about the web login.
* Vendor Settings: ||Aruba Networks [v|

Select a predefined group of settings suitable for standard network
configurations.

Address: |securelogin arubanetworks.com |

Enter the IP address or hostname of the vendor’s product here.
Secure Login: | Use vendor default |¥|

Select a security option to apply to the web login process.
Dynamic Address:  |[ | The controller will send the IP to submit credentials

In multi-controller deployments, it is often required to post credentials
to different addresses. The address above will be used whenever the
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the page name
field used for?

A. for forming the Web Login Page URL

B. for Administrators to access the PHP page, but not guests

C. for Administrators to reference the page only

D. for forming the Web Login Page URL where Administrators add guest users

E. for informing the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant.
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Correct Answer: A
The Page Name is an identifier page name that will appear in the URL -- for example, "/guest/page_name.php".

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_ UG_HTML_6.5/Content/Configuration/Creat
eEditWebLogin.htm

QUESTION 2

Which collectors can be used for device profiling? (Select two.)
A. Username and Password

B. ActiveSync Plugin

C. Client\\'s role on the controller

D. Onguard agent

E. Active Directory Attributes

Correct Answer: BD

QUESTION 3

An employee provisions a personal smart phone using the Onboard process. In addition, the employee has a corporate
laptop provided by IT that connects to the secure network. How many licenses does the employee consume?

A. 1 Policy Manager license, 2 Guest Licenses

B. 2 Policy Manager licenses, 1 Onboard License
C. 1 Policy Manager license, 1 Onboard License
D. 1 Policy Manager license, 1 Guest License

E. 2 Policy Manager licenses, 2 Onboard Licenses

Correct Answer: B

QUESTION 4
Refer to the exhibit.

Based on the configuration of a Windows 802.1X supplicant shown, what will be the outcome when “Automatically use
my Windows logon name and password\\' are selected?
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r 3
Protected EAP Properties L =7

When connecting:
/| Validate server certihcate

|| Connect to these servers:

Trusted Root Certification Authorities:
"] AddTrust External CA Root -

When connecting:

Automatically use my Windows Logon name and
password (and domain if any).

OK ] ( Cancel )

[Seuredpmmd{EﬁP-!lEﬂ-lﬁP v2) '] Configure...

/| Enable Fast Reconnect

|| Enforce Network Access Protection

|| Disconnect if server does not present aryptobinding TLV
"] Enable Identity Privacy

ll e )

A. The client will use machine authentication.

B. The client\\'s Windows login username and password will be sent inside a certificate to the Active Directory server.
C. The client\\'s Windows login username and password will be sent to the Authentication server.

D. The client will need to re-authenticate every time they connect to the network.

E. The client will prompt the user to enter the logon username and password.
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Correct Answer: C

QUESTION 5

A customer wants to implement Virtual IP redundancy, such that in case of a ClearPass server outage, 802.1x
authentications will not be interrupted. The administrator has enabled a single Virtual IP address on two ClearPass
servers.

Which statements accurately describe next steps? (Select two.)

A. The NAD should be configured with the primary node IP address for RADIUS authentication on the 802.1x network.

B. A new Virtual IP address should be created for each NAD.

C. Both the primary and secondary nodes will respond to authentication requests sent to the Virtual IP address when
the primary node is active.

D. The primary node will respond to authentication requests sent to the Virtual IP address when the primary node is
active.

E. The NAD should be configured with the Virtual IP address for RADIUS authentications on the 802.1x network.
Correct Answer: DE

In an Aruba network, APs are controlled by a controller. The APs tunnel all data to the controller for processing,
including encryption/decryption and bridging/forwarding data. Local controller redundancy provides APs with failover to
a backup controller if a controller becomes unavailable. Local controller redundancy is provided by running VRRP
between a pair of controllers. The APs are then configured to connect to the "virtual-IP" configured for the VRRP

instance.

References: http://www.arubanetworks.com/techdocs/ArubaOS_64x_WebHelp/Content/ArubaFrameStyles/VRRP/Redu
ndancy_Parameters.htm
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