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QUESTION 1

Which collectors can be used for device profiling? (Select two.)
A. Username and Password

B. ActiveSync Plugin

C. Client\\'s role on the controller

D. Onguard agent

E. Active Directory Attributes

Correct Answer: BD

QUESTION 2

Refer to the exhibit.

Monitoring & Reporting = Live Monltoring = Access Tracker

Access Tracker su 12, 2012 10:26:39 POT

Data Filter: [ANl Requests] Server: Cloarpasss (10.254,1.176)
Date Range: Last 1 day before Today

Filter: [ Type ' “T#)contains + IEBEZIEE sro~ (10 %) records

10.254.1.176 RADIUS BCTOSADESCRD
e N —

Heguest Detalls

Error Code: 204
Error Category: Authentication fallure
Error Message: Falled to classify request to service

10.254. 1
10.254.1

10.254.1 Uest
10.254.1 RADIUS Service Categorization falled

What can be concluded from the Access Tracker output shown?

A. The client used incorrect credentials to authenticate to the network.

B. ClearPass does not have a service enabled for MAC authentication.

C. The client MAC address is not present in the Endpoints table in the CrearPass database.
D. The RADIUS client on the Windows server failed to categorize the service correctly.

E. The client wireless profile is incorrectly setup.
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Correct Answer: B

QUESTION 3

An employee authenticates using a corporate laptop and runs the persistent Onguard agent to send a health check back
the Policy Manager. Based on the health of the device, a VLAN is assigned to the corporate laptop. Which licenses are
consumed in this scenario?

A. 1 Policy Manager license, 1 Onboard License

B. 2 Policy Manager licenses, 1 Onguard License

C. 1 Policy Manager license, 1 Profile License

D. 2 Policy Manager licenses, 2 Onguard licenses

E. 1 Policy Manager license, 1 Onguard License

Correct Answer: E

QUESTION 4

An administrator enabled the Pre-auth check for their guest self-registration.

At what stage in the registration process in this check performed?

A. after the user clicks the login button and after the NAD sends an authentication request

B. after the user self-registers but before the user logs in

C. after the user clicks the login button but before the NAD sends an authentication request

D. when a user is re-authenticating to the network

E. before the user self-registers

Correct Answer: C

The Onboard template is designed for configuration that allows to perform checks before allowing Onboard provisioning
for Bring Your Own Device (BYOD) use-cases. This service creates an Onboard Pre-Auth service to check the user\\'s

credentials before starting the device provisioning process. This also creates an authorization service that checks
whether a user\\'s device can be provisioned using Onboard.

QUESTION 5
What is the certificate format PKCS #7, or .p7b, used for?
A. Certificate Signing Request

B. Binary encoded X.509 certificate
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C. Binary encoded X.509 certificate with public key

D. Certificate with an encrypted private key

E. Certificate chain

Correct Answer: E

The PKCS#7 or P7B format is usually stored in Base64 ASCII format and has a file extension of .p7b or .p7c. P7B
certificates contain "-----BEGIN PKCS7-----" and "-----END PKCS7-----" statements. A P7B file only contains certificates
and chain certificates, not the private key. Several platforms support P7B files including Microsoft Windows and Java

Tomcat.

References: https://community.arubanetworks.com/t5/Controller-Based-WLANs/Various-Certificate-Formats/ta-
p/176548
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