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QUESTION 1

In ClearPass guest, which statement is true? (Choose three.) 

A. All guest accounts will be assigned a role of Guest and that cannot be changed. 

B. The Create Guest Account form is fully configurable and fields can be edited. 

C. Account Expiration date and time cannot be edited by the administrator. 

D. A guest User is automatically disconnected from the network when their account expires. 

E. A guest user will be denied access to the network after their account expires but is not disconnected. 

F. A visitor location data field can be added to a guest registration form. 

Correct Answer: ADF 

 

QUESTION 2

Which most accurately describes the "Select All Matches" rule evaluation algorithm in Enforcement Policies? 

A. All rules are checked for any matching rules and their respective Enforcement profiles are applied. 

B. All rules is checked, and if there is no match, no Enforcement profile is applied. 

C. Each rule is checked, and once a match if found, the Enforcement profile assigned to that rule is applied, along with
the default Enforcement profile. 

D. Each rule is checked, and once a match is found, the Enforcement profile assigned to that rule is applied and the rule
matching stops. 

Correct Answer: A 

 

QUESTION 3

What will be the initial posture token of a device connecting with 802.1x authentication for the first time? 

A. Unhealthy 

B. Quarantine 

C. Checkup 

D. Unknown 

E. Healthy 

Correct Answer: D 

When the userconnects to the 802.1x SSID for the first time the Posture token will be Unknown, the initial role will be
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returned to the controller and the user will be redirected to OnGuard Agent page. The user will download and run the
dissolvable or persistent agent and the agent will send the health results to the Webauth Health Check service, which
will update the posture token in the Endpoint database and send a Bounce User request to the controller. That will
cause the user to re-authenticate and this time the posture token will be known. Reference:
https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-access- byod/21122/1/
OnGuard%20config%20Tech%20Note%20v1.pdf 

 

QUESTION 4

When a client performs EAP-TLS authentication, what is required? (Choose two.) 

A. Root Certificate Authority 

B. User Credentials 

C. RADIUS Server Certificate 

D. RADIUS Shared Secret 

E. TLS Client Certificate 

Correct Answer: AC 

 

QUESTION 5

Which additional service must be added to a ClearPass server to use the OnGuard Agent health checks for 802.1x
authentication? 

A. HTTP Posture Service 

B. 802.1x Authentication 

C. 802.1x Posture Service 

D. 802.1x Enforcement policy 

E. WebAuth Service 

Correct Answer: E 

Reference: 

http://community.arubanetworks.com/t5/Security/Clearpass-Onguard-implementation-and- documentation/ 

td-p/121057 
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