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QUESTION 1

What happens when a client successfully authenticates but does not match any Enforcement Policy rules?
A. no role is applied to the device

B. logon profile is applied to the device

C. default Enforcement profile is applied

D. guest rule is applied to the device

E. default rule is applied to the device

Correct Answer: C

QUESTION 2

What is Radius CoA used for?

A. to validate a host MAC against a white and a black list

B. to force the client to re-authenticate upon roaming to a new controller

C. to authenticate users or devices before granting them access to a network
D. to transmit messages to the NAD/NAS to modify a user\\'s session status
E. to apply firewall policies based on authentication credentials

Correct Answer: D

Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_User Guide/
Enforce/EPRADIUS_CoA.htm

QUESTION 3

ClearPass Onboard can be configured for which three types of security? (Choose three.)
A. SSL-VPN

B. EAP-RADIUS

C. EAP-TLS

D. EAP-PEAP

E. Personal PSK

Correct Answer: BCD
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QUESTION 4

What is the purpose of using a role mapping policy in an 802.1x service with Active Directory as the authentication
source?

A. to translate and combine AD attributes into ClearPass roles

B. to send roles from ClearPass to theAD user to update a user\\'s group membership
C. to enable attributes as roles directly without needing role mapping rules

D. to send Aruba firewall roles back to the Aruba Network Access Device

E. to send details of a user\\'s connection to the AD user to store in its database

Correct Answer: B

QUESTION 5

Which type of authentication request is sent from the NAD to ClearPass during guest web authentication?
A.HTTPS

B. HTTP

C. RADIUS Guest-Access

D. WebAuth Request

E. RADIUS Access-Request

Correct Answer: A
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