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QUESTION 1

Refer to the exhibit. 

Based on the Enforcement Policy configuration shown, when a user with Role Engineer connects to the network and the
posture token assigned is Unknown, which Enforcement Profile will be applied? 

A. EMPLOYEE_VLAN 

B. RestrictedACL 

C. Deny Access Profile 

D. HR VLAN 

E. Remote Employee ACL 

Correct Answer: C 

 

QUESTION 2

Which components of a ClearPass is mandatory? 

A. Authorization Source 

B. Profiler 

C. Role Mapping Policy 

D. Enforcement 
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E. Posture 

Correct Answer: D 

An enforcement policy is a way to organize enforcement profiles and apply them to users or Policy Manager roles.
Based on the enforcement policy assigned to the role, enforcement profiles are applied to the service request. 

 

QUESTION 3

Which steps are required to use ClearPass as a TACACS+ Authentication server for a network device? (Select two.) 

A. Configure a TACACS Enforcement Profile on ClearPass for the desired privilege level. 

B. Configure a RADIUS Enforcement Profile on ClearPass for the desired privilege level. 

C. Configure ClearPass as an Authentication server on the network device. 

D. Configure ClearPass roles on the network device. 

E. Enable RADIUS accounting on the NAD. 

Correct Answer: AC 

You need to make sure you modify your policy (Configuration >> Enforcement >> Policies >> Edit - [Admin Network
Login Policy]) and add your AD group settings in to the corresponding privilege level. 

 

QUESTION 4

Use this form to make changes to the RADIUS Web Login Guest Network. 

A Web Login page is configured in Clear Pass Guest as shown. What is the purpose of the Pre-Auth Check? 
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A. To authenticate users after the NAD sends an authentication request to ClerPass 

B. To authenticate users before the client sends the credentials to the NAD 

C. To authenticate users when they are roaming from one NAD to another 

D. To authenticate users before they launch the Web Login Page 

E. To replace the need for the NAD to send an authentication request to ClearPass 

Correct Answer: B 

 

QUESTION 5

Refer to the exhibit. 

Based on the information shown, what is the purpose of using [Time Source] for authorization? 

A. to check how long it has been since the last login authentication 

B. to check whether the guest account expired 

C. to check whether the MAC address is in the MAC Caching repository 

D. to check whether the MAC address status is known in the endpoints table 

E. to check whether the MAC address status is unknown in the endpoints table 

Correct Answer: D 
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