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QUESTION 1

What is the purpose of ClearPass Onboard?

A. to provide MAC authentication for devices that don\\'t support 802.1x
B. to run health checks on end user devices

C. to provision personal devices to securely connect to the network

D. to configure self-registration pages for guest users

E. to provide guest access for visitors to connect to the network

Correct Answer: C

QUESTION 2

Refer to the exhibit.

Enforcement Policies - Enterprise Enforcement Policy

m Enforcement Rules

Enforcement:
Mame: Enterprise Enforcement Paolicy
Description: Enferzement policies far local and remcte employees
Enforcement Typea: RADIIS
Default Profile: [Dery Access Profile]
Rules:

Rules Evaluation Algornithm: Evaluate all

Conditions Actions
{szs: Posture Equals HEALTHY {ﬁ}] '
AND (Tips:Role MATCHES ANY Remote Worker [RADIUS] EMPLOYEE VLAN. [RADIUS]
1. | Role Engineer testga) Remete Employee ACL

AND (Date:Day-of-Week NOT_BELONGS TO Saturday, Sunday)
2 |{Tps Role EQUALS Senior_Mgmt)
| AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
| (Tips:Role EQUALS San Jose HR Local)

[RADIUS] EMPLOYEE_VLAN

3- | AND (Tips: Posture EQUALS HEALTHY (D) HENTAN

(Tips:Role EQUALS [Guest])

|F\NL} (Connection:S510 CON LAINS guest) [rrtiRde] IWREEhoe GUEST HETWORE
5 |(T:p5 Rote EQUALS Remote Worker)

| AND (Tips:Posture NOT_EQUALS HEALTHY (D)) RestrictedACL

Based on the Enforcement Policy configuration shown, when a user with Role Engineer connects to the network and the
posture token assigned is Unknown, which Enforcement Profile will be applied?

A. EMPLOYEE_VLAN
B. RestrictedACL
C. Deny Access Profile

D. HR VLAN
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E. Remote Employee ACL

Correct Answer: C

QUESTION 3

What is a benefit of ClearPass Onguard?

A. It enables organizations to run advanced endpoint posture assessments.

B. It allows a receptionist in a hotel to create accounts for guest users.

C. It allows employees to self-provision their personal devices on the corporate network.

D. It offers an easy way for users to self-configure their devices to support 802.1X authentication on wired and wireless
networks.

E. It allows employees to create temporary accounts for Wi-Fi access.

Correct Answer: A

QUESTION 4

Refer to the exhibit.

Configurabon = Senaces » Edil - CompanyX Onboard Authonzabon

Services - CompanyX Onboard Authorization

Use Cached Results: [ use cached Roles and Posture attributes from pravious sessons

Snlorcement Aoicy: | CompanyX Onboard Authonzaton Pobcy [« IR Add ngw En
Descnpbion: Sample policy controfing suthonzation during Onboard provisiorig
Defait Profie: [Demny Access Profile]

Fules Evaluation Algorithm: ewvaluate- all

| e COREVRNOMGrs ttston oo st
i [ Evstm: Day- of- Waak
" Mondsy, Tuesday, Wadnesdey, Thursday, Friday Saturday, Sunday )

st o Perbowromma Profibes. e s s

[Aligw Access Prafa]. [Aruba Terminate Session)
Based on the configuration of the Enforcement Profiles in the Onboard Authorization service shown, which Onboarding
action will occur?

A. The device will be disconnected from the network after Onboarding so that an EAP-TLS authentication is not
performed.

B. The device will be disconnected from and reconnected to the network after Onboarding is completed.
C. The device\\'s onboard authorization request will be denied.

D. The device will be disconnected after post-Onboarding EAP-TLS authentication, so a second EAP- TLS
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authentication is performed.

E. After logging in on the Onboard web login page, the device will be disconnected form and reconnected to the network
before Onboard begins.

Correct Answer: B

QUESTION 5

When is the RADIUS server certificate used? (Select two.)

A. During dual SSID onboarding, when the client connects to the Guest network

B. During EAP-PEAP authentication in single SSID onboarding

C. During post-Onboard EAP-TLS authentication, when the client verifies the server certificate
D. During Onboard Web Login Pre-Auth, when the client loads the Onboarding web page

E. During post-Onboard EAP-TLS authentication, when the server verifies the client certificate

Correct Answer: CD
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