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QUESTION 1

Refer to the exhibit.

Enforcement Policies - Enterprise Enforcement Policy

S

Enforcement:
Mame: Enterprise Enforcement Policy
Description: Enferzement policies far local and remcte employees
Enforcement Type: RADIIS
Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: Evaluate all
Conditions
{Tlpé: Posture Equals HEALTHY {ﬁ}]

AND (Tips:Role MATCHES ANY Remote Worker
- |Role Engineer testga)

(Tips:Role EQUALS Senior_Mgmt)

(Tips:Role EQUALS San Jose HR Local)

AND (Tips: Posture EQUALS HEALTHY (D))
i{Tlps:RoEe EQUALS [Guest])

© |AND (Connection:5510 CON IAINGS guest)
I{szs;RoEe EQUALS Remote Worker)

* |AND (Tips:Posture NOT_EQUALS HEALTHY (D))

=

tn

AND (Date:Day-of-Week NOT_BELONGS TO Saturday, Sunday)

AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)

Actions

[RADIUS] EMPLOYEE VLAN, [RADIUS]
Remote Employee ACL

[RADIUS] EMPLOYEE_VLAN
HR VLAN
[RADIUS] WIRELESS_GUEST_NETWORK

RestnictedACL

Based on the Enforcement Policy configuration shown, when a user with Role Engineer connects to the network and the

posture token assigned is Unknown, which Enforcement Profile will be applied?

A. EMPLOYEE_VLAN

B. RestrictedACL

C. Deny Access Profile

D. HR VLAN

E. Remote Employee ACL

Correct Answer: C

QUESTION 2

Which components of a ClearPass is mandatory?
A. Authorization Source

B. Profiler

C. Role Mapping Policy

D. Enforcement
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E. Posture
Correct Answer: D

An enforcement policy is a way to organize enforcement profiles and apply them to users or Policy Manager roles.
Based on the enforcement policy assigned to the role, enforcement profiles are applied to the service request.

QUESTION 3

Which steps are required to use ClearPass as a TACACS+ Authentication server for a network device? (Select two.)
A. Configure a TACACS Enforcement Profile on ClearPass for the desired privilege level.

B. Configure a RADIUS Enforcement Profile on ClearPass for the desired privilege level.

C. Configure ClearPass as an Authentication server on the network device.

D. Configure ClearPass roles on the network device.

E. Enable RADIUS accounting on the NAD.

Correct Answer: AC

You need to make sure you modify your policy (Configuration >> Enforcement >> Policies >> Edit - [Admin Network
Login Policy]) and add your AD group settings in to the corresponding privilege level.

QUESTION 4

Use this form to make changes to the RADIUS Web Login Guest Network.

Login Form
Options for apecifying the behawviour and content of the login form
Credenbals - Requie 38 usemame and password -
Serect the authenticatan requirement
Authenbicabon: Access Code e guires & single aode (usermame) 1o be entered
Anonymout aliows & blank form requirmg just the terms of 8 Log [0 Dufton. A prg-
Acoess Code and Anonymous reguire the account to have the Ugemame Aothentic

Provide a custom login form

if gelected, you must supply your own HTML logen form in' the Header or Footer HT!

Custom Form:

Overnde the default labels and error messages

!
; R ol b 10 AR PR L LAREER
{ selected. you will be able Lo alter lpbels and erro

Custom Labels:

3 1Or The Current hogir

RADIUS — check using @ RADIUS request ~

i 1 e "
calart how the us arme and poassword showld e checked befone proceeting t

* pre-Auth Check

Reguwre a Terms and Conditions confirmation

y . el B - e e T
If hacked, the user » W= T oo o gt @ #ME AR L [ Eoly Lulw !

Terms:

A Web Login page is configured in Clear Pass Guest as shown. What is the purpose of the Pre-Auth Check?
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A. To authenticate users after the NAD sends an authentication request to ClerPass

B. To authenticate users before the client sends the credentials to the NAD
C. To authenticate users when they are roaming from one NAD to another

D. To authenticate users before they launch the Web Login Page

E. To replace the need for the NAD to send an authentication request to ClearPass

Correct Answer: B

QUESTION 5

Refer to the exhibit.
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Authentication Source

Summary Service Authentication Roles Enforcement

3 [Guest User Repository] [Local SQL DB]

[Endpoints Repositary] [Local SQL DB]
[Time Source] [Local 5QL DB]

Remove

View Details

Modify

-- Select to Add --

ap

Authorization Details: Authorization sources from which role mapping attributes are fetched

Additional authorization sources from which to fetch role-mapping

Based on the information shown, what is the purpose of using [Time Source] for authorization?

A. to check how long it has been since the last login authentication

B. to check whether the guest account expired

C. to check whether the MAC address is in the MAC Caching repository

D. to check whether the MAC address status is known in the endpoints table
E. to check whether the MAC address status is unknown in the endpoints table

Correct Answer: D
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