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QUESTION 1

Refer to the exhibit.
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Home >> Configuration >> Web Logins
RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

* Name: [Guest Network |
Enter a name for this web login page.
Page Name: [Aruba login |

Enter a page name for this web login.
The web login be accessible from “/guest/page name.php”.

Description:

Comments or descriptive text about the web login.

* Vendor Settings:

| Aruba Networks [v|

Select a predefined group of settings suitable for standard network
configurations.

Address:

|securelogin arubanetworks.com |
Enter the IP address or hostniame of the vendor’s product here.

Secure Login:

| Use vendor default |¥|
Select a security option to apply to the web login process.

Dynamic Address:

[ ] The controller will send the IP to submit credentials

In multi-controller deployments, it is often required to pest credentials
to different addresses. The address above will be used whenever the
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the page name

field used for?

A. for forming the Web Login Page URL

B. for Administrators to access the PHP page, but not guests

C. for Administrators to reference the page only

D. for forming the Web Login Page URL where Administrators add guest users

E. for informing the Web Login Page URL and the page name that guests must configure on their laptop wireless

supplicant.
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Correct Answer: A

The Page Name is an identifier page name that will appear in the URL -- for example, "/guest/page_name.php".
References:

http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_ UG_HTML_6.5/Content/Configuratio
n/CreateEditWebLogin.htm

QUESTION 2

If the "Alerts" tab in an access tracker entry shows the following error message: "Access denied by policy”, what could
be a possible cause for authentication failure?

A. Configuration of the Enforcement Policy.

B. An error in the role mapping policy.

C. Failure to select an appropriate authentication method for the authentication request.
D. Implementation of a firewall policy on ClearPass.

E. Failure to find an appropriate service to process the authentication request.

Correct Answer: A

QUESTION 3

Use this form to make changes to the RADIUS Web Login Guest Network.

Login Form

Optons for specfying the behaviour and content of the logmn form.

Credenbals - Requie 38 usemame and password -
Seiect the authenticatspn reduinement

Authentbicalon:  Access Code reguires a single code (username) to be entered.
Anonymout aliows & blank form requirmg just the terms of 8 Log [0 Dufton. A prg-

Acoess Code and Anonymous reguire the account to have the Ugemame Aothentic

Provide a custom login form

if gelected, you must supply your own HTML loget form in the Header or Footer HT?

Custom Form:

Overmnde the default labels and error messages

{ selected, you will be able to alter lpbely and error pessages for the current logir

Custom Labels:

RADIUS — check using @ RADIUS request ~

d password should be checked belfone prooeeding to L

* pre-Auth Check

et how the usermame @

Reguwre a Terms and Conditions confirmation

If chacked, the user will be forced ta accept a Tarmi and Con

Terms:

Grions CHpCrDON
A Web Login page is configured in Clear Pass Guest as shown. What is the purpose of the Pre-Auth Check?
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A. To authenticate users after the NAD sends an authentication request to ClerPass
B. To authenticate users before the client sends the credentials to the NAD

C. To authenticate users when they are roaming from one NAD to another

D. To authenticate users before they launch the Web Login Page

E. To replace the need for the NAD to send an authentication request to ClearPass

Correct Answer: B

QUESTION 4

Refer to the exhibit.

|

% Koy Type: | MEDIAEA- oueet Drfaennz N v
\-g-) Onboard E)! Selert the type of private ey ta use far Tl S redfificates.
¥ Indudc the username in unique device credentials
— Start Here ! - . " i ST T
-?_ * unlque Device Credantlals: | waen chezked, the username is preficed ta the davics's PESP credertials.
- r_“-:-‘_,. Certificate Authoritizs This unigues set of credentia s is used toicentify the user ard device on the nztwerk.
[&] ‘é_"_h Manacameant and Control Authorization
i EL" Configuratinr These opzicns contro how 3 device is auzhorzed dirng pravis ening.
it "E'E Daplayrment and Erovisioning * puthorlzation Method: | PP Auth— check using Auba Applicaticn Adthentication ¥ |
| Select the pietho wsed Lo zullor 2o devices,
=) Startllere
i~ Cunll i iles # Contiguraticn Protile: Lomuitbrotie ]
\ﬂ Cenligur alion Profiles g Select the corfiguration profile that wll be prov sioned to devices.
B £ Provisloning Sertings
# fiszoy
i A Maximium Devices: - _ - =
'E‘ Selt-Servicz Portal ; The mazimum rumber of devices tha: a Lser may provision. Use O for urlimited.

Based on the configuration for ‘'maximum devices\\' shown, which statement accurately describes its settings?
A. The user cannot Onboard any devices.

B. It limits the total number of devices that can be provisioned by ClearPass.

C. It limits the total number of Onboarded devices connected to the network.

D. It limits the number of devices that a single user can Onboard.

E. It limits the number of devices that a single user can connect to the network.

Correct Answer: D

QUESTION 5

Refer to the exhibit.
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rqonituring » Event Viewer
Event Viewer

Filter: Source

 [E]contains RADIUS

-

Level Category.

1.. RADIUS

System Event Details

ERROR Authentication

Enur:::a RADIUS
Lovel ERROR
Category Authentication -
Action Unknown
. Timestamp May 09, 2013 23:29:31 UTC
SR =i — $ERROR
Category Authentlcatmn
Action Un!-r:n_{;;m

Timestamp May 09, 2013 23:29:31 UTC

Receved packet from 10.8.10.100 with invalid Mesbage-
Authenticator! (Shared secret is incorrect.)

The ClearPass Event Viewer displays an error when a user authenticates with EAP-TLS to ClearPass through an Aruba
Controller Wireless Network. What is the cause of this error?

Description

A. The controller\\'s shared secret used during the certificate exchange is incorrect.
B. The NAS source interface IP is incorrect.

C. The client sent an incorrect shared secret for the 802.1X authentication.

D. The controller used an incorrect shared secret for the RADIUS authentication.
E. The client\\'s shared secret used during the certificate exchange is incorrect.

Correct Answer: D
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