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QUESTION 1

Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance?
(Select two.) 

A. Configuration of the management port is optional. 

B. Configuration of the management port is mandatory. 

C. Configuration of the data port is mandatory. 

D. Configuration of the data port is optional. 

E. Static IP addresses are only allowed on the management port, not the data port. 

Correct Answer: BD 

 

QUESTION 2

Refer to the exhibit. 

Based on the configuration of the Enforcement Profiles in the Onboard Authorization service shown, which Onboarding
action will occur? 

A. The device will be disconnected from the network after Onboarding so that an EAP-TLS authentication is not
performed. 

B. The device will be disconnected from and reconnected to the network after Onboarding is completed. 

C. The device\\'s onboard authorization request will be denied. 

D. The device will be disconnected after post-Onboarding EAP-TLS authentication, so a second EAP- TLS
authentication is performed. 

E. After logging in on the Onboard web login page, the device will be disconnected form and reconnected to the network
before Onboard begins. 
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Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. 

An administrator logs in to the Guest module in ClearPass and `Manage Accounts\\' displays as shown. When a user
with username donald@disney.com attempts to access the Web Login page, what will be the outcome? 

A. The user will be able to log in and authenticate successfully but will then be immediate disconnected. 

B. The user will be able to log in for the next 4.9. days, but then will no longer be able to log in. 

C. The user will not be able to log in and authenticate. 

D. The user will be able to log in and authenticate successfully, but will then get a quarantine role. 

E. The user will not be able to access the Web Login page. 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit. 
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Based on the configuration of a Windows 802.1X supplicant shown, what will be the outcome when `Automatically use
my Windows logon name and password\\' are selected? 

A. The client will use machine authentication. 

B. The client\\'s Windows login username and password will be sent inside a certificate to the Active Directory server. 

C. The client\\'s Windows login username and password will be sent to the Authentication server. 
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D. The client will need to re-authenticate every time they connect to the network. 

E. The client will prompt the user to enter the logon username and password. 

Correct Answer: C 

 

QUESTION 5

Why is a terminate session enforcement profile used during posture checks with 802.1x authentication? 

A. To send a RADIUS CoA message from the ClearPass server to the client 

B. To disconnect the user for 30 seconds when they are in an unhealthy posture state 

C. To blacklist the user when they are in an unhealthy posture state 

D. To force the user to re-authenticate and run through the service flow again 

E. To remediate the client applications and firewall do that updates can be installed 

Correct Answer: A 
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