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QUESTION 1

Refer to the exhibit.

Profile Attributes Summary

Type Name Value
15 |RadTu5:IEFF v Session-Timeout (27) |w = (600
2. Click to add...

An Enforcement Profile has been created in the Policy Manager as shown. Which action will ClearPass take based on
this Enforcement Profile?

A. ClearPass will count down 600 seconds and send a RADIUS CoA message to the user to end the user\\'s session
after this time is up.

B. ClearPass will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the NAD and the NAD will
end the user\\'s session after 600 seconds.

C. ClearPass will count down 600 seconds and send a RADIUS CoA message to the NAD to end the user\\'s session
after this time is up.

D. ClearPass will send the Session-Timeout attribute in the RADIUS Access-Request packet to the NAD and the NAD
will end the user\\'s session after 600 seconds.

E. ClearPass will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the User and the user\\'s
session will be terminated after 600 seconds.

Correct Answer: E

Session Timeout (in seconds) - Configure the agent session timeout interval to re-evaluate the system health again.
OnGuard triggers auto-remediation using this value to enable or disable AV-RTP status check on endpoint. Agent re-

authentication is determined based on session-time out value. You can specify the session timeout interval from 60
?600 seconds. Setting the lower value for session timeout interval results numerous authentication requests in Access

Tracker page. The default value is 0.
References:

http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_User
Guide/Enforce/EPAgent_Enforcement.htm

QUESTION 2

Refer to the exhibit.
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1 %ﬁb‘? MatchAdmin mem berQOf contains CNN=Adm inistrators
Dala Relenlion - e
Impaort Canfiguration S Edit x Delete EP_-' Duplicate 9 Disable ]| Move Up J“L Move Down
Operator Logins Edit Translation Rule
=™ Start Here *Name: | MatchAdmin |

Entar a name for this translation rule.

Login Configuration

1 Profiles
Attribute Name: |member0f

ﬁ Servers Enterthe name of the attribute (e.g. memberOf). Use * for all attributcs.

Translation Rules

Fnahled: N Use this rule when processing reply attributes

Matching Rule: |contains -

Select the matching rule to apply to the value of the attribute.

Plugin Manager

Value: |CN:Admiﬂis[ratur5 A ‘
S Setvines Enter the value to match the attribute against.
Supporl i :
Bp On Malch: |A55|gn fixed operator profile 2

Select what happens when this translation rule matches an attribute.

Operator Profile: |IT Administrators -

Select the cperator preofile to assign.

Fallthrough: Continue translaticn if rule matches

Check this bex if you want to apply multiple translation rules.

ﬂ:} Save Changes

Based on the Translation Rule configuration shown, what will be the outcome?
A. An AD user from group Administrators will be assigned the operator profile of IT Administrators.

B. All ClearPass Policy Manager admin users who are members of the Administrators AD group will be assigned the
TACACS profile of IT Administrators.

C. All active directory users will be assigned the operator profile of IT Administrators.
D. A user from AD group MatchAdmin will be assigned the operator profile of IT Administrators.

Correct Answer: A

QUESTION 3

What does Authorization allow users to do in a Policy Service?

A. To use attributes in databases in role mapping and Enforcement.

B. To use attributes stored in databases in Enforcement only, but not role mapping.

C. To use attributes stored in external databases for Enforcement, but not internal databases.

D. To use attributes stored in databases in role mapping only, but not Enforcement.
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E. To use attributes sored in internal databases for Enforcement, but not external databases.

Correct Answer: A

QUESTION 4

Refer to the exhibit.

aruvb Suppert | H
JvoQ ClearPass Onboard
EETEENL admin (Super Ad
Device Type: = =
§ onbosra c i B
R— Status:  — A - 5]
wh Start Herm <0 -
naged By | = AJ -
# Certificate Authorities it B
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ulp Start Heme Devica Device
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&% Usage h Uner
Fack 1

F Configuration

+ | Deployment and Provisionin
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'ﬁ' Dy i 1 TR (ewss n

Armey brn Wit EP device A0 B G0 o enrEll B acooss he nemame
Based on the information shown, what will be the outcome when the administrator chooses "Deny Access to this
Device? (Select two.)
A. EAP-TLS Authentication will be unaffected
B. The user can Onboard their device again
C. A new device certificate will be automatically pushed out to the device
D. The user cannot Onboard their device again
E. EAP-TLS Authentication will fail
Correct Answer: DE
The Device Management (View by Device) page lists all devices and lets you manage the devices\\' access to the
network. For each device, you can allow or deny network access. When you select the Deny option, a message advises
you that any certificates associated with it will be revoked. The device cannot be re-enrolled as long as access is

denied. To re-enroll the device, you must use this field to allow access again.

References: http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Onboard/DeviceManagem ent.htm
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QUESTION 5

What must be configured to enable RADIUS authentication with ClearPass on a network access device (NAD)? (Select
two.)

A. the ClearPass server must have the network device added as a valid NAD

B. the ClearPass server certificate must be installed on the NAD

C. a matching shared secret must be configured on both the ClearPass server and NAD
D. an NTP server needs to be set up on the NAD

E. a bind username and bind password must be provided

Correct Answer: AC
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