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QUESTION 1

Refer to the exhibit. 

Based on the Attribute configuration shown, which statement accurately describes the status of attribute values? 

A. Only the attribute values of department and memberOf can be used in role mapping policies. 

B. The attribute values of department, title, memberOf, telephoneNumber, and mail are directly applied as ClearPass. 

C. Only the attribute value of company can be used in role mapping policies, not the other attributes. 

D. The attribute values of department and memberOf are directly applied as ClearPass roles. 

E. Only the attribute values of title, telephoneNumber, and mail can be used in role mapping policies. 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. 
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Based on the Enforcement Profile configuration shown, which statement accurately describes what is sent? 

A. A limited access VLAN value is sent to the Network Access Device. 

B. An unhealthy role value is sent to the Network Access Device. 

C. A message is sent to the Onguard Agent on the client device. 

D. A RADIUS CoA message is sent to bounce the client. 

E. A RADIUS access-accept message is sent to the Controller 

Correct Answer: C 

The OnGuard Agent enforcement policy retrieves the posture token. If the token is HEALTHY it returns a healthy
message to the agent and bounces the session. If the token is UNHEALTHY it returns an unhealthy message to the
agent and bounces the session. 

References: CLEARPASS ONGUARD CONFIGURATION GUIDE (July 2015), page 27 

 

QUESTION 3

Which components of a ClearPass is mandatory? 

A. Authorization Source 

B. Profiler 

C. Role Mapping Policy 

D. Enforcement 
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E. Posture 

Correct Answer: D 

An enforcement policy is a way to organize enforcement profiles and apply them to users or Policy Manager roles.
Based on the enforcement policy assigned to the role, enforcement profiles are applied to the service request. 

 

QUESTION 4

Refer to the exhibit. 

Based on the information shown, which field in the Captive Portal Authentication profile should be changed so that guest
users are redirected to a page on ClearPass when they connect to the Guest SSID? 

A. both Login and Welcome Page 

B. Default Role 

C. Welcome Page 

D. Default Guest Role 

E. Login Page 

Correct Answer: E 
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The Login page is the URL of the page that appears for the user logon. This can be set to any URL. The Welcome page
is the URL of the page that appears after logon and before redirection to the web URL. This can be set to any URL. 

References: 

http://www.arubanetworks.com/techdocs/ArubaOS_63_Web_Help/Content/ArubaFrameStyles/Cap
tive_Portal/Captive_Portal_Authentic.htm 

 

QUESTION 5

Which statement is true? (Choose two.) 

A. Mobile device Management is the result of Onboarding. 

B. Third party Mobile Device Management solutions can be integrated with ClearPass. 

C. Mobile Device Management is the authentication that happens before Onboarding. 

D. Mobile Device Management is an application container that is used to provision work applications. 

E. Mobile Device Management is used to control device functions post-Onboarding. 

Correct Answer: BE 
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