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QUESTION 1

An organization implements dual SSID Onboarding. The administrator used the Onboard service template to create
services for dual SSID Onboarding. Which statement accurately describes the outcome?

A. The Onboard Provisioning service is triggered when the user connects to the provisioning SSID to Onboard their
device.

B. The Onboard Authorization service is triggered when the user connects to the secure SSID.
C. The Onboard Authorization service is triggered during the Onboarding process.

D. The device connects to the secure SSID for provisioning.

E. The Onboard Authorization service is never triggered.

Correct Answer: C

QUESTION 2

Refer to the exhibit.
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Authentication Sources - remotelab AD

Summary m Primary Attributes

Name: retemotelab AD
Description:
Type: Active Directory

User for Authorization: 4 Enable to use this authentication source to

Authorization Sources:

[-— Select -- — ]
Server Timeout: 10 seconds
Cache Timeout: 36000 |seconds

Backup Servers Priority:

What does the Cache Timeout Value refer to?
A. The amount of time the Policy Manager caches the user credentials stored in the Active Directory.

B. The amount of time the Policy Manager waits for a response from the Active Directory before checking the backup
authentication source.

C. The amount of time the Policy Manager caches the user attributes fetched from Active Directory.

D. The amount of time the Policy Manager waits for response from the Active Directory before sending a timeout
message to the Network Access Device.

E. The amount of time the Policy Manager caches the user\s client certificate.

Correct Answer: C
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QUESTION 3

A client\\'s authentication is failing and there are no entries in the ClearPass Access tracker. What is a possible reason
for the authentication failure?

A. The user account has expired.

B. The client used a wrong password.

C. The shared secret between the NAD and ClearPass does not match.
D. The user\\'s certificate is invalid.

E. The user is not found in the database.

Correct Answer: C

QUESTION 4

Refer to the exhibit.

Configuration » Authentication » Sources » Add - remotelab AD

Authentication Sources - remotelab AD

Summary General Primary

Specify filter queries used to fetch authentication and authorization attributes.
Filter Name Attribute Name Alias Name Enabled as

1. Authentication dn UserDN -
department Department Role, Attribute
title Title Attribute
company company -
memberOf memberOf Role, Attribute
telephoneNumber Phone Attribute
mail Email Attribute

Based on the Attribute configuration shown, which statement accurately describes the status of attribute values?
A. Only the attribute values of department and memberOf can be used in role mapping policies.
B. The attribute values of department, title, memberOf, telephoneNumber, and mail are directly applied as ClearPass.

C. Only the attribute value of company can be used in role mapping policies, not the other attributes.
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D. The attribute values of department and memberOf are directly applied as ClearPass roles.
E. Only the attribute values of title, telephoneNumber, and mail can be used in role mapping policies.

Correct Answer: D

QUESTION 5

Which statement is true about the configuration of a generic LDAP server as an External Authentication server in
ClearPass? (Choose three.)

A. Generic LDAP Browser can be used to search the Base DN.

B. An administrator can customize the selection of attributes fetched from an LDAP server.
C. The bind DN can be in the administrator@domain format.

D. A maximum of one generic LDAP server can be configured in ClearPass.

E. A LDAP Browser can be used to search the Base DN.

Correct Answer:. ABE
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