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QUESTION 1

A company has recently purchased a ClearPass AAA solution. Their network consists of AOS-CX switches at the
access layer. The company is implementing a rollout of IoT devices for smart building management to control the
lighting and HVAC systems. The network administrator is concerned about allowing secure access to these devices
since they only support MAC-Auth. 

Which ClearPass feature should the administrator leverage to help determine that MAC address spoofing is not
occurring for this group of devices? 

A. User-based tunneling 

B. Device fingerprinting 

C. RADIUS change of authorization 

D. Downloadable user roles 

Correct Answer: B 

 

QUESTION 2

A network has an ABR that connects area 0 and 1. A network engineer configures a summarized route for area 0. The
ABR is a designated router (DR) for the segment it uses to connect to area 1. 

Which LSA type is assigned to this route when the summarized route is advertised into area 1 by the ABR? 

A. LSA1 

B. LSA4 

C. LSA3 

D. LSA2 

Correct Answer: B 

 

QUESTION 3

Examine the following ACL rule policies: 

Permit traffic from 10.2.2.1 through 10.2.2.30 to anywhere 

Permit traffic from 10.2.2.40 through 10.2.2.55 to anywhere 

Deny all others 

Based on this policy, place the following ACL rule statements in the correct order to accomplish the above filtering
policy. 

A. deny ip 10.2.2.31 255.255.255.255 any permit ip 10.2.2.40 255.255.255.248 any permit ip 10.2.2.48 255.255.255.248
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any deny ip 10.2.2.32 255.255.255.224 any permit ip 10.2.2.0 255.255.255.192 any 

B. permit ip 10.2.2.40 255.255.255.248 any permit ip 10.2.2.48 255.255.255.248 any permit ip 10.2.2.0
255.255.255.192 any deny ip 10.2.2.31 255.255.255.255 any deny ip 10.2.2.32 255.255.255.224 any 

C. deny ip 10.2.2.31 255.255.255.255 any deny ip 10.2.2.32 255.255.255.224 any permit ip 10.2.2.40 255.255.255.248
any 

permit ip 10.2.2.48 255.255.255.248 any 

permit ip 10.2.2.0 255.255.255.192 any 

D. deny ip 10.2.2.31 255.255.255.255 any permit ip 10.2.2.40 255.255.255.248 any deny ip 10.2.2.32 255.255.255.224
any permit ip 10.2.2.48 255.255.255.248 any permit ip 10.2.2.0 255.255.255.192 any 

Correct Answer: A 

 

 

QUESTION 4

How is voice traffic prioritized correctly on AOS-CX switches? 

A. By defining device profiles with QOS settings 

B. By placing it in the strict priority queue 

C. By implementing voice VLANs 

D. By implementing weighted fair queueing (WFQ) 

Correct Answer: B 

 

QUESTION 5

Which AOS-CX switches support weighted fair queuing (WFQ)? 

A. Both 8320 and 8325 

B. Both 6300 and 6400 

C. 8400 only 

D. 6300 only 

Correct Answer: C 

Explanation: https://www.arubanetworks.com/techdocs/AOS-CX/AOSCX-CLI- Bank/cli_8400/Content/QoS_cmds/wfq-
que-xl-swi.htm 
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