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QUESTION 1

Refer to the exhibit.

Conditions Role Name

j(,t!u..:thcnrlzelti-un:remt:attzfal:: AD:Department EQUALS Product Management)

*|OR (Authorization:remotelab AD:UserDN EQUALS Executive) Executive

1

2./ (Authorization: [ Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Windows) Vendor
3 |(Authorization: [Endpoints Repository]: Category CONTAINS SmartDevice) i0S Device
"|/AND (Authorization:[Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple)
4.|(Authorization: remotelab AD:UserDN EXISTS ) [Employee]
|(Authorization: remotelab AD:Department EQUALS HR)
5.|0R (Connection: NAD-1P-Address BELONGS_TO_GROUP HQ) HR Local
|OR (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
(Host: 0SType CONTAINS Fedora)
6. OR (Host:0SType CONTAINS Redhat) Linux User
OR (Host:OSType CONTAINS Ubuntu)
7./(Connection:NAD-IP-Address BELONGS_TO_GROUP Remote NAD) Remote Employee

Exhibitiaccp67-236

An AD user\\'s department attribute is configured as *HR". The user connects on Monday using their Windows Laptop to
a switch that belongs to the Device Group HQ. Which role is assigned to the user in ClearPass?

A. Executive

B. iOS Device

C. Vendor

D. Remote Employee
E. HR Local

Correct Answer: DE

QUESTION 2

Refer to the exhibit.
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Exhibit 2

Switch-1 partial running config
vlan 100
ip address 10.3.0.1 255.255.255.252
ip ospf area 0.0.0.3

#

router ospf

area 0.0.0.1

area 0.0.0.2

area 0.0.0.3

area 0.0.0.1 range 10.1.0.0 255.255.0.0 type summary cost 1

Switch-2 router ospf config

vlian 100
ip address 10.3.0.2 255.255.255.252
ip ospf area 0.0.0.3

#
router ospf
area 0.0.0.1
area 0.0.0.2
area 0.0.0.3
area 0.0.0.2 range 10.2.0.0 255.255.0.0 type summary cost 1
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A company has attempted to implement OSPF without success. The devices in Area | need to be able to reach Area 2.
Routes should be aggregated for advertisement in other areas. What must be changed to meet these requirements?

A. Change Area 3 to Area 0; remove Area 1 from Switch-2 and Area 2 from Switch-1.

B. Add the 10.2.0.0/16 range on Swttch-1 and the 10.1.0.0/16 range on Switch-2.

C. Add Area 1 and Area 2 on VIAN 100 on both Switch-1 and Switch-2. Remove Area 3.

D. Move the 10.1.0.0/16 range to Area 2 on Switch-1 and the 10.2.0.0/16rangetoArea 1 onSwitch-2.

Correct Answer: A

QUESTION 3
Refer to the exhibit.

Enforcement Policies - Enterprise Enforcement Policy

B o e

Enforcement;
Name Enterprise Enfarcement Policy
Cescription Enforcemant policies for local and remote employees
Enforcamant Type RADIUS
Dafauit Profile [Deny Access Profile)
Rules:
Rules Evaluation Algorithm: Evaluate all
Conditions Actions
(Tips: Posture EQUALS MEALTHMY (0))
AND (Tipa: Role MATCHES _ANY Ramots Worker
1. Role Enginear [RADIUS ] EMPLOYEE _VLAN, [RADIUS) Remote Employee ACL
testign)

AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
(Tips: Role EQUALS Sanior_Mgmit)

AND (Date . Day-of-Week NOT_BELONGS_TOD Saturday, Sunday)
(Tips:Rola EQUALS San Jose HAR Local)

AND (Tips: Posture EQUALS HEALTHY (0))

(Tips:Role EQUALS |Guest])

AND {Connection: SSID CONTAINS guest)

(Tips: Role EQUALS Remote Worker)

AND (Tips:Posture NOT_EQUALS HEALTHY (0))

(RADIUS ] EMPLOYEE _VLAN
HR VLAN
[RADIUS) WIRELESS GUEST _NETWORK

RestrictedACL

Based on the Enforcement Policy configuration, when a user with Role Engineer connects to the network and the
posture token assigned is Unknown, which Enforcement Profile will be applied?

A. EMPLOYEE_VLAN

B. RestrictedACL

C. Deny Access Profile

D. HR VLAN

E. Remote Employee ACL

Correct Answer: C

QUESTION 4
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The administrator expects the AP to connect to a cluster, but the AP tails to connect. The administrator examines the

configuration of an AP from apboot mode shown in the exhibit. What can the administrator determine about the
configuration of the AP?

apboot> princtenv
servernams=aruba-master

name=AF]

group=apgroupl

cert_cap=l

backup_vap_init master=10.1.20.100
num_;p:c:*retry-fﬁ

backup vap password=3A28BE43DBE2568
backup vap opmode=(
bn:tu;_vnp_tnnj-j

rap tftp upgrade=0
cfg_lms=10.1.10.101

stdin=serial

<=0UTput cmitted->

A. The AP is configured to terminate on a non-cluster Mobility Controller.
B. The AP is configured as a RAP to terminate on a stand-alone controller.
C. The AP is configured as a RAP to terminate on a Mobility Master.

D. The AP is configured to terminate on a Mobility Controller in a cluster.

Correct Answer: C

QUESTION 5

Refer to the exhibit.

W

-

). 1

= W

cht ping 10.1.10.5
.10.5 is alive, time = 3 ms

Switch# show radius authesntication

Status and Counters - RADIUS Authentication Information

NAS Identifier : Rccass-1
Invalid Server Addresses 0
P
Server IP Addr Port Timeouts Requests Challenges Accepts Rejects
10.1.10.5 1812 & 3 0 g 0

A network administrator sets up 802.1X authentication to a RADIUS server on an AOS- Switch. The

RADIUS server and user devices are both set up to use REAP MSCHAPvV2. The administrator tests the authentication

and sees the output shown in the exhibit. Which issue could cause this output?
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A. The RADIUS shared secret does not match on the switch and the server.
B. The administrator entered the wrong password for the test account.
C. The switch does not have a certificate tor port-access installed on the switch.

D. The switch port is set for user mode 801. IX. but the RADIUS server is set for port mode.

Correct Answer: A
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