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QUESTION 1

Refer to the exhibit:
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The customer configured an 802.1x service with different enforcement actions for personal and corporate

laptops. The corporate laptops are always being redirected to the BYOD Portal. The customer has sent

you the above screenshots.

How would you resolve the issue? (Select two)

A. Modify the enforcement policy and change the rule evaluation algorithm to select first match

B. Modify the enforcement policy and re-order the condition with posture not_equals to healthy as the sixth condition
C. Modify the enforcement policy and re-order the EAP-PEAP with [user authenticated] rule to the last condition.

D. Modify the enforcement policy and re-order the condition with Posture - Unknown as the fifth condition

E. Remove the EAP-PEAP with [user authenticated] condition for Onboard and create another service

Correct Answer: CD

QUESTION 2

Refer to the exhibit:
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You configured the 802 1 x service enforcement conditions with the Endpoint profiling data. When the client connects to
the network. ClearPass successfully profiles the client but the client always receives an incorrect enforcement profile
The configurations in the Aruba controller are completed correctly. What is the cause of the issue?

A. An additional authorization source should be configured for profiling to work.

B. The enforcement policy conditions configured with profiling data are not correct.

C. The enforcement policy rules evaluation algorithm Is not configured correctly.

D. The option, use cached roles and posture from previous sessions should be enabled.

Correct Answer: B

QUESTION 3

A customer has configured Onboard with Single SSID provision for Aruba IAP Windows devices work as expected but
cannot get the Apple iOS devices to work. The Apple iOS devices automatically get redirected to a blank page and do
not get the Onboard portal page. What would you check to fix the issue?

A. Verify if the checkbox "Enable bypassing the Apple Captive Network Assistant" is checked.
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B. Verify if the Onboard URL is updated correctly in the external captive portal profile.
C. Verify if Onboard Pre-Provisioning enforcement profile sends the correct Aruba user role.
D. Verify if the external captive portal profile is enabled to use HTTPS with port 443.

Correct Answer: B

QUESTION 4

Refer to the exhibit: A customer has configured Onboard in a cluster. After the Primary server\\'s failure, the BYOD
devices fail to connect to the network. What would you do to troubleshoot?

5

Error Code: 21
Error Category: Authentication failure
Error Hus&q_&: TLS session error

- Alerts for this Request

FADIUS ' Cannot connect to OCSP sarver pSO-t07-opl
EAP-TLS: fatal alert by server - intemal grror
TLE Handshake falled in S5L_read with error:20068066: 810 routines | BIG_get_host | ipibad
hastname loakup
eap-tls: Errar in establishing TLS seszon

A. Verify the OSCP URL under TLS authentication method is mapped to http://localhost/ guestmdps_ocsp.php/2

B. Reboot the active ClearPass server and reconnect the client to the SSID by selecting the correct certificate when
prompted

C. Check EAP certificate on the secondary node is issued by the same common root Certificate Authority (CA)

D. Check if a DNS entry is available for the ClearPass hostname in the certificate, resolvable from the DNS server
assigned to the client

Correct Answer: B
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QUESTION 5

Refer to the exhibit: You have configured Onboard but me customer could not onboard one of his devices and has sent
you the above screenshots. How could you resolve the issue?

A. Instruct the user to delete the profile on one of their other BYOD devices.

B. Instruct the user to run the Quick connect application in Sponsor Mode.

C. Increase the maximum number of devices allowed by the individual user account.
D. Increase the maximum number of devices that all users can provision to 3.

Correct Answer: D
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