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QUESTION 1

Refer to the exhibit: Your customer configured a ClearPass server to process the Guest and Secure SSIDs
broadcasting from both Aruba and Cisco WLAN controllers When an Employee connects to Aruba or Cisco secure
SSID, the authentication hits the guest service causing the client to fail the connection to the network. What change can
be implemented to make both the secure and guest services created for Aruba and Cisco devices to work correctly? 
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A. Move the HS-Guest User Authentication with MAC Caching service to the first position. 

B. Modify the service rule matching algorithm to ALL in HS-Guest User Authentication service. 

C. Disable HS-Guest User Authentication service and move HS-Guest MAC Authentication to seventh position. 

D. Move the HS_Building Aruba 802.1x service to the second position in the service order. 
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Correct Answer: A 

 

QUESTION 2

Refer to the exhibit: You configuring an 802 1x service endpoint profiling. When the client connects to the network,
ClearPass successfully profiles the client and sends Radius Change of Authorization (RCoA) but Radius Change of
Authorization {RCoA) fails for the client You manually clicked on the Change Status button in the access tracker to force
an RCoA but that failed too. What must you check to ensure that the RCoA will work? (Select two.) 
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A. RFC 3576 option is enabled for Aruba Controller under Network device in ClearPass. 

B. RFC 3576 server should be mapped in the server group on the Aruba Controller 

C. The RFC 3576 shared secret on ClearPass should match the Authentication Server shared secret 

D. RFC 3576 server IPs and the Authentication server IPs should be same in the AAA profile 

Correct Answer: AC 

 

QUESTION 3

Refer to the exhibit: A customer has configured a Guest Self registration page for their Cisco Wireless network with the
settings shown. What should be changed in order to successfully authenticate guests users? 
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A. Secure Login should use HTTP 

B. Change the Vendor Settings to Airespace Networks 

C. Change \he IP Address to the Cisco Controller DNS name 
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D. Login Method should be Controller-initiated - using HTTPs form submit 

Correct Answer: C 

 

QUESTION 4

You have configured a Guest SSID with Captive-portal Web Authentication and MAC authentication The MAC caching
expiry time set to 12 hours and the Guest Account expiration time is set to 8 hours. What will happen if the guest were
to disconnect from the SSID and re-connect 9 hours later? 

A. The client will tail the MAC authentication and be denied access to the Guest SSID. 

B. The client will successfully pass the mac authentication until the mac caching time expires. 

C. The client will successfully pass the MAC authentication but still be redirected to captive portal page. 

D. The client will fail the MAC authentication and will be redirected to the Captive-portal login page. 

Correct Answer: C 

 

QUESTION 5

What is the Secure SSID {otherwise referred to as Single SSID) OnBoard deployment service workflow? 

A. OnBoard Provisioning RADIUS service, OnBoard Authorization RADIUS service. OnBoard Pre-Auth Application
service, OnBoard Provisioning RADIUS service 

B. OnBoard Provisioning RADIUS service, OnBoard Pre-Auth RADIUS service, OnBoard Authorization Application
service. OnBoard Provisioning RADIUS service 

C. OnBoard Provisioning RADIUS service, OnBoard Pre-Auth Application service. OnBoard Authorization Application
service, OnBoard Provisioning RADIUS service 

D. OnBoard Provisioning RADIUS service, OnBoard Authorization Application service, OnBoard Pre- Auth Application
service, OnBoard Provisioning RADIUS service 

Correct Answer: A 
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