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QUESTION 1

Refer to the exhibit:
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uthentication Source:  Mone
Authorzation Source: | [Endpoints Repository]
Roles: | [User Authenticated]

Enforcement Profiles:  Assign Switch role PROFILE
' Online Status: Not Available
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Radius: Hewlett-Packard-Enterprise:HPE-User-Role. Profile
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- AuDa Wired Mac Full

Sarvices - HPE-Aruba Wired Mac auth

Summary  Service Authanlicalion  Authorizabion . Holes [T [Torromell | o filer

Use Cachec Rasults: Use cached Roles and Posture attributes from previous sessions

Enforcement Palicy: HT’E'-';!.NI:_JG‘S"‘-"-EC m.d.hpnhr.g T " , Add New Enforcement Palicy
Enforcement Palicy Debails

Description:

Default Profile: [Deny Aocess Profile]

Rules Evaluation Algorthm: frst-applicable

Conditions Enforcement Profiles

1 {Authorization: [Endpeints Repository |: Category ] Assign SwitcH role PROFILE
[(Authorezation: [Endpaints Repository): Categary Aeowns Points)

Aczarn Aruba wentch role AP-ACCESS
{Authorization: [Endpoants Repository]: 05 Farmily Aruba) ERERITAPA IR SR e

You have been asked to help a Customer troubleshoot an issue. They have configured an Aruba OS
switch (Aruba 2930 with 16.09) to do MAC authentication with profiling using ClearPass as the
authentication source. They cannot get it working.

Using the screenshots as a reference, how will you fix the issue?

A. Delete the initial role in the Aruba OS switch to force the device to get the server derived user roles
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B. Use a CoA to bounce the switch port to force the port to change to the correct Aruba user role

C. Change the Vendor settings for the Aruba OS switch to "Aruba" so that the enforcement will use the correct VSAs
D. Modify the enforcement profile conditions with Aruba Vendor specific attributes and Aruba-user- roles

E. User-roles are case sensitive, update the correct role with correct case in the enforcement profile

Correct Answer: D

QUESTION 2

Refer to the exhibit:

i "'W“I" !ll 'I+|| |I|'|' ih M |||""| I |:||||I HH"ul' :
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A customer has just configured a Posture Policy and the T2-Healthcheck Service. Next they installed the
OnGuard Agent on Secure_Employee SSID. When they check Access Tracker they see many WEBAUTH
requests are being triggered.

What could be the reason?

A. OnGuard Web-Based Health Check interval has been wrongly configured to three minutes.

B. The OnGuard Agent trigger the events based on changing the Health Status

C. TCP port 6658 is not allowed between the client and the ClearPass server

D. The OnGuard Agent is connecting to the Data Port interface on ClearPass

Correct Answer: A

QUESTION 3

You have configured a Guest SSID with Captive-portal Web Authentication and MAC authentication The MAC caching
expiry time set to 12 hours and the Guest Account expiration time is set to 8 hours. What will happen if the guest were
to disconnect from the SSID and re-connect 9 hours later?

A. The client will tail the MAC authentication and be denied access to the Guest SSID.

B. The client will successfully pass the mac authentication until the mac caching time expires.

C. The client will successfully pass the MAC authentication but still be redirected to captive portal page.

D. The client will fail the MAC authentication and will be redirected to the Captive-portal login page.

Correct Answer: C

QUESTION 4

Refer to the exhibit: You configuring an 802 1x service endpoint profiling. When the client connects to the network,
ClearPass successfully profiles the client and sends Radius Change of Authorization (RCoA) but Radius Change of
Authorization {RCoA) fails for the client You manually clicked on the Change Status button in the access tracker to force
an RCoA but that failed too. What must you check to ensure that the RCoA will work? (Select two.)
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A. RFC 3576 option is enabled for Aruba Controller under Network device in ClearPass.

B. RFC 3576 server should be mapped in the server group on the Aruba Controller

C. The RFC 3576 shared secret on ClearPass should match the Authentication Server shared secret
D. RFC 3576 server IPs and the Authentication server IPs should be same in the AAA profile

Correct Answer: AC

QUESTION 5

What is used to validate the EAP Certificate? (Select three.)
A. Common Name

B. Date

C. Key usage

D. Server Identity

E. SAN entries

F. Trust chain
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Correct Answer: ACF
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