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QUESTION 1

What is one way that Control Plane Security (CPsec) enhances security for me network?

A. It protects wireless clients\\' traffic tunneled between APs and Mobility Controllers, from eavesdropping

B. It prevents Denial of Service (DoS) attacks against Mobility Controllers\\' (MCs") control plane.

C. It prevents access from unauthorized IP addresses to critical services, such as SSH on Mobility Controllers (MCs).
D. It protects management traffic between APs and Mobility Controllers (MCs) from eavesdropping.

Correct Answer: A

QUESTION 2

What is one of the roles of the network access server (NAS) in the AAA framewonx?

A. It authenticates legitimate users and uses policies to determine which resources each user is allowed to access.
B. It negotiates with each user\\'s device to determine which EAP method is used for authentication

C. It enforces access to network services and sends accounting information to the AAA server

D. It determines which resources authenticated users are allowed to access and monitors each users

session

Correct Answer: A

QUESTION 3

A company has an Aruba solution with a Mobility Master (MM) Mobility Controllers (MCs) and campus Aps. What is one
benefit of adding Aruba Airwave from the perspective of forensics?

A. Airwave can provide more advanced authentication and access control services for the AmbaOS solution
B. Airwave retains information about the network for much longer periods than ArubaOS solution

C. Airwave is required to activate Wireless Intrusion Prevention (WIP) services on the ArubaOS solution

D. AirWave enables low level debugging on the devices across the ArubaOS solution

Correct Answer: C

QUESTION 4

What is a guideline for managing local certificates on an ArubaOS-Switch?
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A. Before installing the local certificate, create a trust anchor (TA) profile with the root CA certificate for the certificate
that you will install

B. Install an Online Certificate Status Protocol (OCSP) certificate to simplify the process of enrolling and re-enrolling for
certificate

C. Generate the certificate signing request (CSR) with a program offline, then, install both the certificate and the private
key on the switch in a single file.

D. Create a self-signed certificate online on the switch because ArubaOS-Switches do not support CA-signed
certificates.

Correct Answer: C

QUESTION 5

Refer to the exhibit.
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This company has ArubaOS-Switches. The exhibit shows one access layer switch, Swlicn-2. as an example, but the
campus actually has more switches. The company wants to slop any internal users from exploiting ARP.

What Is the proper way to configure the switches to meet these requirements?

A. On Switch-1, enable ARP protection globally, and enable ARP protection on ail VLANS.

B. On Switch-2, make ports connected to employee devices trusted ports for ARP protection

C. On Switch-2, enable DHCP snooping globally and on VLAN 201 before enabling ARP protection
D. On Switch-2, configure static PP-to-MAC bindings for all end-user devices on the network

Correct Answer: D
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