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QUESTION 1

What is symmetric encryption? 

A. It simultaneously creates ciphertext and a same-size MAC. 

B. It any form of encryption mat ensures that thee ciphertext Is the same length as the plaintext. 

C. It uses the same key to encrypt plaintext as to decrypt ciphertext. 

D. It uses a Key that is double the size of the message which it encrypts. 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit. 

A diem is connected to an ArubaOS Mobility Controller. The exhibit snows all Tour firewall rules that apply to this diem 

What correctly describes how the controller treats HTTPS packets to these two IP addresses, both of which are on the
other side of the firewall? 

10.1 10.10 

203.0.13.5 

A. It drops both of the packets 

B. It permits the packet to 10.1.10.10 and drops the packet to 203 0.13.5 
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C. it permits both of the packets 

D. It drops the packet to 10.1.10.10 and permits the packet to 203.0.13.5. 

Correct Answer: C 

 

QUESTION 3

What is an Authorized client as defined by ArubaOS Wireless Intrusion Prevention System (WIP)? 

A. a client that has a certificate issued by a trusted Certification Authority (CA) 

B. a client that is not on the WIP blacklist 

C. a client that has successfully authenticated to an authorized AP and passed encrypted traffic 

D. a client that is on the WIP whitelist. 

Correct Answer: C 

 

QUESTION 4

What is a use case for tunneling traffic between an Aruba switch and an AruDa Mobility Controller (MC)? 

A. applying firewall policies and deep packet inspection to wired clients 

B. enhancing the security of communications from the access layer to the core with data encryption 

C. securing the network infrastructure control plane by creating a virtual out-of-band- management network 

D. simplifying network infrastructure management by using the MC to push configurations to the switches 

Correct Answer: A 

 

QUESTION 5

You have detected a Rogue AP using the Security Dashboard. 

Which two actions should you take in responding to this event? (Select two) 

A. There is no need to locale the AP If you manually contain It. 

B. This is a serious security event, so you should always contain the AP immediately regardless of your company\\'s
specific policies. 

C. You should receive permission before containing an AP. as this action could have legal Implications. 

D. For forensic purposes, you should copy out logs with relevant information, such as the time mat the AP was detected
and the AP\\'s MAC address. 

E. There is no need to locate the AP If the Aruba solution is properly configured to automatically contain it. 
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Correct Answer: BD 
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