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QUESTION 1
Which attack is an example or social engineering?

A. An email Is used to impersonate a Dank and trick users into entering their bank login information on a fake website
page.

B. A hacker eavesdrops on insecure communications, such as Remote Desktop Program (RDP). and discovers login
credentials.

C. A user visits a website and downloads a file that contains a worm, which sell-replicates throughout the network.
D. An attack exploits an operating system vulnerability and locks out users until they pay the ransom.

Correct Answer: A

QUESTION 2

What is a use case for tunneling traffic between an Aruba switch and an AruDa Mobility Controller (MC)?
A. applying firewall policies and deep packet inspection to wired clients

B. enhancing the security of communications from the access layer to the core with data encryption

C. securing the network infrastructure control plane by creating a virtual out-of-band- management network
D. simplifying network infrastructure management by using the MC to push configurations to the switches

Correct Answer: A

QUESTION 3
Which correctly describes a way to deploy certificates to end-user devices?

A. ClearPass Onboard can help to deploy certificates to end-user devices, whether or not they are members of a
Windows domain

B. ClearPass Device Insight can automatically discover end-user devices and deploy the proper certificates to them

C. ClearPass OnGuard can help to deploy certificates to end-user devices, whether or not they are members of a
Windows domain

D. in a Windows domain, domain group policy objects (GPOs) can automatically install computer, but not user
certificates

Correct Answer: A

QUESTION 4
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You have been asked to rind logs related to port authentication on an ArubaOS-CX switch for events logged in the past
several hours But. you are having trouble searching through the logs. What is one approach that you can take to find the
relevant logs?

A. Add the "-C and *-c port-access" options to the "show logging" command.

B. Configure a logging Tiller for the "port-access" category, and apply that filter globally.

C. Enable debugging for "portaccess" to move the relevant logs to a buffer.

D. Specify a logging facility that selects for "port-access" messages.

Correct Answer: A

QUESTION 5

You configure an ArubaOS-Switch to enforce 802.1X authentication with ClearPass Policy Manager (CPPM) denned as
the RADIUS server Clients cannot authenticate You check Aruba ClearPass Access Tracker and cannot find a record of
the authentication attempt.

What are two possible problems that have this symptom? (Select two)

A. users are logging in with the wrong usernames and passwords or invalid certificates.

B. Clients are configured to use a mismatched EAP method from the one In the CPPM service.

C. The RADIUS shared secret does not match between the switch and CPPM.

D. CPPM does not have a network device defined for the switch\\'s IP address.

E. Clients are not configured to trust the root CA certificate for CPPM\\'s RADIUS/EAP certificate.

Correct Answer: AE
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