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QUESTION 1

What distinguishes a Distributed Denial of Service (DDoS) attack from a traditional Denial or service attack (DoS)?
A. A DDosS attack originates from external devices, while a DoS attack originates from internal devices

B. A DDoS attack is launched from multiple devices, while a DoS attack is launched from a single device

C. A DoS attack targets one server, a DDoS attack targets all the clients that use a server

D. A DDosS attack targets multiple devices, while a DoS Is designed to Incapacitate only one device

Correct Answer: A

QUESTION 2

What are the roles of 802.1X authenticators and authentication servers?

A. The authenticator stores the user account database, while the server stores access policies.

B. The authenticator supports only EAP, while the authentication server supports only RADIUS.

C. The authenticator is a RADIUS client and the authentication server is a RADIUS server.

D. The authenticator makes access decisions and the server communicates them to the supplicant.

Correct Answer: D

QUESTION 3

What is a benefit or Protected Management Frames (PMF). sometimes called Management Frame Protection (MFP)?
A. PMF helps to protect APs and MCs from unauthorized management access by hackers.

B. PMF ensures trial traffic between APs and Mobility Controllers (MCs) is encrypted.

C. PMF prevents hackers from capturing the traffic between APs and Mobility Controllers.

D. PMF protects clients from DoS attacks based on forged de-authentication frames

Correct Answer: A

QUESTION 4
Which correctly describes a way to deploy certificates to end-user devices?

A. ClearPass Onboard can help to deploy certificates to end-user devices, whether or not they are members of a
Windows domain
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B. ClearPass Device Insight can automatically discover end-user devices and deploy the proper certificates to them

C. ClearPass OnGuard can help to deploy certificates to end-user devices, whether or not they are members of a
Windows domain

D. in a Windows domain, domain group policy objects (GPOs) can automatically install computer, but not user
certificates

Correct Answer: A

QUESTION 5

You are deploying an Aruba Mobility Controller (MC). What is a best practice for setting up secure management access
to the ArubaOS Web UP?

A. Avoid using external manager authentication tor the Web Ul.

B. Change the default 4343 port tor the web Ul to TCP 443.

C. Install a CA-signed certificate to use for the Web Ul server certificate.

D. Make sure to enable HTTPS for the Web Ul and select the self-signed certificate Installed in the factory.

Correct Answer: C
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