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QUESTION 1

What correctly describes the Pairwise Master Key (PMK) in thee specified wireless security protocol? 

A. In WPA3-Enterprise, the PMK is unique per session and derived using Simultaneous Authentication of Equals. 

B. In WPA3-Personal, the PMK is unique per session and derived using Simultaneous Authentication of Equals. 

C. In WPA3-Personal, the PMK is derived directly from the passphrase and is the same tor every session. 

D. In WPA3-Personal, the PMK is the same for each session and is communicated to clients that authenticate 

Correct Answer: A 

 

QUESTION 2

What is an example or phishing? 

A. An attacker sends TCP messages to many different ports to discover which ports are open. 

B. An attacker checks a user\\'s password by using trying millions of potential passwords. 

C. An attacker lures clients to connect to a software-based AP that is using a legitimate SSID. 

D. An attacker sends emails posing as a service team member to get users to disclose their passwords. 

Correct Answer: D 

 

QUESTION 3

A company has an Aruba solution with a Mobility Master (MM) Mobility Controllers (MCs) and campus Aps. What is one
benefit of adding Aruba Airwave from the perspective of forensics? 

A. Airwave can provide more advanced authentication and access control services for the AmbaOS solution 

B. Airwave retains information about the network for much longer periods than ArubaOS solution 

C. Airwave is required to activate Wireless Intrusion Prevention (WIP) services on the ArubaOS solution 

D. AirWave enables low level debugging on the devices across the ArubaOS solution 

Correct Answer: C 

 

QUESTION 4

What are some functions of an AruDaOS user role? 

A. The role determines which authentication methods the user must pass to gain network access 
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B. The role determines which firewall policies and bandwidth contract apply to the clients traffic 

C. The role determines which wireless networks (SSiDs) a user is permitted to access 

D. The role determines which control plane ACL rules apply to the client\\'s traffic 

Correct Answer: A 

 

QUESTION 5

What are the roles of 802.1X authenticators and authentication servers? 

A. The authenticator stores the user account database, while the server stores access policies. 

B. The authenticator supports only EAP, while the authentication server supports only RADIUS. 

C. The authenticator is a RADIUS client and the authentication server is a RADIUS server. 

D. The authenticator makes access decisions and the server communicates them to the supplicant. 

Correct Answer: D 
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