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QUESTION 1
What is one way that WPA3-PerSonal enhances security when compared to WPA2- Personal?
A. WPA3-Perscn3i is more secure against password leaking Because all users nave their own username and password

B. WPA3-Personai prevents eavesdropping on other users\\' wireless traffic by a user who knows the passphrase for
the WLAN.

C. WPA3-Personai is more resistant to passphrase cracking Because it requires passphrases to be at least 12
characters

D. WPA3-Personal is more complicated to deploy because it requires a backend authentication server

Correct Answer: A

QUESTION 2
Refer to the exhibit.

MOBILITY CONTROLLER ACCESS POINTS CLIENTS ALERTS
S AV & & Aruba MC

— Mobility Controller > Aruba_MC

Dashboard

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

Server Groups

NAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES
Roles & Policies
Access Poir 5
AP Groups ‘
. >
Services
Interfaces
Server Group > MyEmployees_dot1 svg Servers Options Server Rules
System T
NAME TYPE IP ADDRESS TRIM FQDN MATCH RULES
Tasks »

You have set up a RADIUS server on an ArubaOS Mobility Controller (MC) when you created a WLAN named
"MyEmployees .You now want to enable the MC to accept change of authorization (CoA) messages from this server for
wireless sessions on this WLAN.

What Is a part of the setup on the MC?

A. Create a dynamic authorization, or RFC 3576, server with the 10.5.5.5 address and correct shared secret.

B. Install the root CA associated with the 10 5.5.5 server\\'s certificate as a Trusted CA certificate.

C. Configure a ClearPass username and password in the MyEmployees AAA profile.

D. Enable the dynamic authorization setting in the "clearpass" authentication server settings.
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Correct Answer: B

QUESTION 3

What correctly describes the Pairwise Master Key (PMK) in thee specified wireless security protocol?

A. In WPAS-Enterprise, the PMK is unique per session and derived using Simultaneous Authentication of Equals.
B. In WPA3-Personal, the PMK is unique per session and derived using Simultaneous Authentication of Equals.
C. In WPA3-Personal, the PMK is derived directly from the passphrase and is the same tor every session.

D. In WPA3-Personal, the PMK is the same for each session and is communicated to clients that authenticate

Correct Answer: A

QUESTION 4

A. the match method

B. the detecting devices
C. the match type

D. the confidence level

Correct Answer: A

QUESTION 5

What distinguishes a Distributed Denial of Service (DDoS) attack from a traditional Denial or service attack (DoS)?
A. A DDoS attack originates from external devices, while a DoS attack originates from internal devices

B. A DDoS attack is launched from multiple devices, while a DoS attack is launched from a single device

C. A DoS attack targets one server, a DDoS attack targets all the clients that use a server

D. A DDosS attack targets multiple devices, while a DoS Is designed to Incapacitate only one device

Correct Answer: A
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