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QUESTION 1

What is a use case for tunneling traffic between an Aruba switch and an AruDa Mobility Controller (MC)?
A. applying firewall policies and deep packet inspection to wired clients

B. enhancing the security of communications from the access layer to the core with data encryption

C. securing the network infrastructure control plane by creating a virtual out-of-band- management network
D. simplifying network infrastructure management by using the MC to push configurations to the switches

Correct Answer: A

QUESTION 2

What is an example or phishing?

A. An attacker sends TCP messages to many different ports to discover which ports are open.

B. An attacker checks a user\\'s password by using trying millions of potential passwords.

C. An attacker lures clients to connect to a software-based AP that is using a legitimate SSID.

D. An attacker sends emails posing as a service team member to get users to disclose their passwords.

Correct Answer: D

QUESTION 3
What is a guideline for managing local certificates on an ArubaOS-Switch?

A. Before installing the local certificate, create a trust anchor (TA) profile with the root CA certificate for the certificate
that you will install

B. Install an Online Certificate Status Protocol (OCSP) certificate to simplify the process of enrolling and re-enrolling for
certificate

C. Generate the certificate signing request (CSR) with a program offline, then, install both the certificate and the private
key on the switch in a single file.

D. Create a self-signed certificate online on the switch because ArubaOS-Switches do not support CA-signed
certificates.

Correct Answer: C

QUESTION 4

What is a correct guideline for the management protocols that you should use on ArubaOS- Switches?
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A. Disable Telnet and use TFTP instead.
B. Disable SSH and use https instead.
C. Disable Telnet and use SSH instead
D. Disable HTTPS and use SSH instead

Correct Answer: B

QUESTION 5

You have been instructed to look in the ArubaOS Security Dashboard\\'s client list Your goal is to find clients mat belong
to the company and have connected to devices that might belong to hackers.

Which client fits this description?

A. MAC address d8:50:e6:f3;6d;a4; Client Classification Authorized; AP Classification, interfering
B. MAC address d8:50:e6 f3;6e;c5; Client Classification Interfering. AP Classification Neighbor
C. MAC address d8:50:e6:f3;6e;60; Client Classification Interfering. AP Classification Interfering
D. MAC address d8:50:e6:f3;TO;ab; Client Classification Interfering. AP Classification Rogue

Correct Answer: C
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