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QUESTION 1

An organization wants to deploy a WLAN infrastructure that provides connectivity to these client categories: 

Employees Contractors Guest users Corporate IoT legacy devices that support no authentication or encryption
Employees and contractors must authenticate with company credentials and get network access based on AD group
membership. Guest users are required to authenticate with captive portal using predefined credentials. Only employees
will run L2 encryption. 

Which implementation plan fulfills the requirements while maximizing the channel usage? 

A. Create VAP1 to run WPA2-AES and 802.1x authentication, VAP2 to run opensystem encryption with MAC
authentication, and VAP3 to run opensystem with captive portal and L2 fail through. 

B. Create a single VAP to run WPA2-AES and 802.1x authentication, MAC authentication L2 fail through, captive portal,
and VIA support. 

C. Create VAP1 to run WPA2-AES and 802.1x authentication, VAP2 to run opensystem encryption with MAC
authentication, and VAP3 to run opensystem with captive portal. 

D. Create VAP1 to run WPA2-AES and 802.1x authentication, and VAP2 to run opensystem encryption with MAC
authentication and captive portal. 

Correct Answer: D 

 

 

QUESTION 2

Refer to the exhibit. 

A network administrator has Mobility Master (MM) - Mobility Controller (MC) based network and has fully integrated the
MCs with ClearPass for RADIUS-based AAA services. The administrator is testing different ways to run user role
derivation. 

Based on the show command output, what method has the administrator use for assigning the "corp" role to client with
MAC xx:xx:xx:xx:xx:xx? 

A. Dynamic Authorization using VSA attributes. 

B. Dynamic Authorization using IETF attributes. 
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C. Server Derivation Rules using IETF attributes. 

D. User Derivation Rules using the client\\'s MAC. 

Correct Answer: A 

 

QUESTION 3

HOTSPOT 

A network administrator wants to receive a major alarm every time a controller or an Aruba switch goes down for either
a local or an upstream device failure. Which alarm definition must the network administrator create to accomplish this? 

Hot Area: 

Correct Answer:  
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QUESTION 4

Refer to the exhibits. Exhibit 1 
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Exhibit 2 

Exhibit 3 

A network administrator wants to allow contractors to access the corporate WLAN named EmployeesNet with the
contractor role in VLAN 40. When users connect, they do not seem to get an IP address. After some verification checks,
the network administrator confirms the DHCP server (10.254.1.21) is reachable from the Mobility Controller (MC) and
obtains the outputs shown in the exhibits. 

What should the network administrator do next to troubleshoot this problem? 

A. Permit UDP67 to the contractor role. 

B. Remove the IP address in VLAN 40. 

C. Configure the DHCP helper address. 

D. Confirm there is an IP pool for VLAN 40. 

Correct Answer: A 

 

QUESTION 5

A network administrator has racked up a 7210 Mobility Controller (MC) that will be terminating 200+ Aps on a medium-
size branch office. Next, the technician cabled the appliance with 4SPF+ Direct Attached Cables (DACs) distributed
between two-member switching stack and powered it up. 

What must the administrator do next in the MCs to assure maximum wired bandwidth utilization? 
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A. Map the four physical ports to port channel 0. 

B. Disable spanning tree and allocate unique VLANs to each port. 

C. Manually set 10Gbps speeds on all ports. 

D. Configure the same MSTP region that the switches have. 

E. Make all ports trunk interfaces and permit data VLANs. 

Correct Answer: C 
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