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Refer to the exhibit: You configuring an 802 1x service endpoint profiling. When the client connects to the network,
ClearPass successfully profiles the client and sends Radius Change of Authorization (RCoA) but Radius Change of
Authorization {RCoA) fails for the client You manually clicked on the Change Status button in the access tracker to force
an RCoA but that failed too. What must you check to ensure that the RCoA will work? (Select two.)
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Login Status: ACCEPT

Session [dentifier:  RO0D0D180-01-5d9bé1af

Date and Tima: Qct 07, 2019 12:02155 EDT

End-Host [dentifisr: 760294378069 (Computer / Windows / Windnws)

| Username: alnx07

 Access Device IR/Port:  10,1.70.100:0 (ArubaCantroller / Aruba)

| Systam Posturs Status: UHHNGWI’I {100)

| T —-: == TTE I il IkTIE [T I I”. " i ...I '” I| "| TR | ..
B ekt | M
Servica: HS_E:unIdmg ﬁ[]Z.l:-: SErvice

ﬂuthnnhn.:!:mn HE&!'}E! EAP-FEAF
ﬂ.!.ﬁ:henhcatmn Suum ACADY aribal.bocal _
Autharization Source: [Endpoints Repositary], ADL, ADZ, Corp SOL

Rales: [User Authenticated]
Enforcament Profiles: ArubalLimited Access for Profiling
Service Monitor Mode!  Disabled

Online Status! Mot Aviajlable:

A. RFC 3576 option is enabled for Aruba Controller under Network device in ClearPass.

B. RFC 3576 server should be mapped in the server group on the Aruba Controller

C. The RFC 3576 shared secret on ClearPass should match the Authentication Server shared secret
D. RFC 3576 server IPs and the Authentication server IPs should be same in the AAA profile

Correct Answer: AC

QUESTION 2

A customer has completed all the required configurations in the Windows server in order for Active Directory Certificate
Services (ADCS) to sign Onboard device TLS certificates. The Onboard portal and the Onboard services are also
configured. Testing shows that the Client certificates ate still signed by the Onboard Certificate Authority and not ADCS.
How can you help the customer with the situation?

A. Educate the customer that, when integrating with Active Directory Certificate Services (ADCS) the Onboard CA will
the same authority used for signing me final TLS certificate of the device.

B. Configure the identity certificate signer as Active Directory Certificate Services and enter the ADCS URL
http://ADCSVVeoEnrollmentServemostname/certsrv in the OnBoard Provisioning settings.

C. Enable access to EST servers from the Certificate Authority to make ClearPass Onboard to use of the Active
Directory Certificate Services (ADCS) web enrollment to sign the device TLS certificates.
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D. Enable access to SCEP servers from the Certificate Authority to make ClearPass Onboard to use of the Active
Directory Certificate Services (ADCS) web enrollment to sign the device TLS certificates.

Correct Answer: C

QUESTION 3

A customer has configured Onboard with Single SSID provision for Aruba IAP Windows devices work as expected but
cannot get the Apple iOS devices to work. The Apple iOS devices automatically get redirected to a blank page and do
not get the Onboard portal page. What would you check to fix the issue?

A. Verify if the checkbox "Enable bypassing the Apple Captive Network Assistant” is checked.

B. Verify if the Onboard URL is updated correctly in the external captive portal profile.

C. Verify if Onboard Pre-Provisioning enforcement profile sends the correct Aruba user role.

D. Verify if the external captive portal profile is enabled to use HTTPS with port 443.

Correct Answer: B

QUESTION 4

A corporate ClearPass Cluster with two servers located at a single site, has both Management and Data port IP
addresses configured. The Management port IPs are in the DataCenter networks subnet, while the Data port IPs are in
the DMZ. What is the difference between using one Virtual IP for the AAA traffic versus sending AAA requests to the
physical IPs for each server? (Select two.)

A. The failover can be accomplished only by using Virtual IP.

B. The Individual IPs can provide failover and load balancing.

C. One Virtual IP can be used together with the individual server IPs for load balancing.

D. By using the Virtual IP, the failover convergence is faster than using individual server IPs.

E. Using the one Virtual IP can provide failover and load balancing.

Correct Answer: BE

QUESTION 5

Refer to the exhibit: You are doing a ClearPass PoC at a customer site with a single Aruba Mobility Controller. The
customer asked for a demonstration of a simple Web Login functionality. You used a service template to create the
guest services. During testing, the user gets redirected back to the weblogin page with an Authentication failed
message. The guest configurations on the Aruba Mobility Controller are configured correctly. Why would the guest fail to
authenticate successfully?
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Confipuration » Services » Edit - HPE-Aruba Wired Mac suth
Services - HFE—Aruba Wired Mac auth

Immhh. immm,ﬁmmh“m ﬁmm ,,,,,, -
— — I
| Enforcement Policy:  (FPEAmBAOS Mac ailh poiicy v " Add Mew Enforcement- Policy

MH\WMWI!I\IHIIWIUIHWIM

mt Profibes

_L {M Torizatior H[Eﬂm Repository]: Category | 407 eiliirgl ) Bssign Sweitch role PROFILE
{Mmmm :[Endpaints Repesitary):Categary - | nmmm] _
- % 0 (Authorizaton [Endpomts Repository]: usrmur-,r a1 St S Ewebefy i e SRR
— — s S b bbbt o bt b 14 s bt Al T e - Plesii TIIE |
Configuration » Service Templates & Wizards it e e e —

Service Templates - Guest Authentication with MAC Caching

S i

« Enforcement Type applies to the Elpﬂu Portal Access, E-lpi"pn Aceess, Guest Access, and Contractor Access fields.
» Captive Portal Access is used for unauthenticated users and after the MAG ‘caching duration has expired.
= At least one of Employee, Guest, and Contractor Access must be provided. |

Enfurnmuntﬁnn il I.Anumﬁmlm ! " _ i
E E___._,: ................... =it ] I il

Days zllowed for access® ' Monday ¥ Tussday ¥ Wednesdsy ¥ Thursdsy M Fridey W Saturday "w"d‘“

Maximum number of devices allowed per user* |u g __] S

| Maximum bmdnldth allowed per user?
1 Employes Access:

|I Guast Access:

Contractar Accass! QUi e B L L | Ll

‘. to Ser mTﬁmalltll"ﬁMI ards i T | Add Service il €
Back to Service T ! b . I .

I fanhgura'{]un » Saricgs » E{Ut = Huset: Uisen| Authentiation with M Caching
i 1= ——

Services - Guast User Aumenhcat:nrlrhiwﬁl MtAC Cachmg

Sy u—‘\"&..ﬁ f"'

[ Use Cached Results:

Enforcement Policy:

| Deserption:
Default Profie: [Ai-aw hccess !imrile]
Rules Evaluation Algorithm: ﬁrsr~applmhle

Canditions Enforcement Profilas

1 (Authorization: [Endpoints albpus:tnrﬂ:Uniqun_—'Dpviﬂa-Gwn!' it {3y [Beny Access Prafile) i e [ el -
i | i I Guest MAC Caching Session Timsout, Guest MAC Caching Bandwidth
(Tips:Rale [Gtiast]) Limit, Guest MAC Caching Session Limit; Guast Guest MAC Caching,

2, 10 (Date:Day-of-Week ' {Update Erdpoint Known], Guest MAC Caching Do Expire; Guest MAC

Monday, Tussday, Wednestay, Thursday, Friday, Saturday sundayll racking Expire Post Lngin, Guest!Gliest Profile

A. The authentication source mapped in the service is incorrect, it should be mapped as (Guest Device Repository]
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[Local SQL DB].

B. The username and/or password used for authentication is incorrect Re-enter the correct password on the weblogin
page.

C. The username used for authentication does not exist in the Guest User Database Create a new user and
authenticate again.

D. The Unique-Device-Count does not allow any Client devices. Update the Enforcement policy condition: Unique-
Device-Count.

Correct Answer: A
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