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QUESTION 1

There is an Aruba Controller configured to send Guest AAA requests to ClearPass. If the customer would like the most
effective way to ensure the lowest license usage counts, how should the controller be configured? 

A. Aruba Controller will send stop messages only if EAP termination and Interim accounting are enabled. 

B. Aruba Controller will send stop messages if RADIUS Accounting Server Group is defined in the authentication
profile. 

C. Aruba Controller will send stop messages only if both accounting and interim accounting are enabled. 

D. Configure EAP Termination on the Aruba Controller and the client will send a stop message. 

Correct Answer: D 

 

QUESTION 2

You have integrated ClearPass Onboard with Active Directory Certificate Services (ADCS) web enrollment 

to sign the final device TLS certificates. The customer would also like to use ADCS for centralized 

management of TLS certificates including expiration, revocation, and deletion through ADCS. 

What steps will you follow to complete the requirement? 

A. Remove the EAP-TLS authentication method and add "EAP-TLS with OCSP Enabled\\' authentication method in the
OnBoard Provisioning service. No other configuration changes are required. 

B. Copy the [EAP-TLS with OSCP Enabled) authentication method and set the correct ADCS server OCSP URL,
remove EAP-TLS and map the custom created method to the Onboard Provisioning Service. 

C. Copy the default [EAP-TLS with OSCP Enabled] authentication method and update the correct ADCS server OCSP
URL. remove EAP-TLS and map the custom created method to the OnBoard Authorization Service. 

D. Edit the [EAP-TLS with OSCP Enabled) authentication method and set the correct ADCS server OCSP URL. remove
EAP-TLS and map the [EAP-TLS with OSCP Enabled) method to the Onboard Provisioning Service. 

Correct Answer: A 

 

QUESTION 3

A customer has acquired another company that has its own Active Directory infrastructure The 802 1X authentication
works with the customers original Active Directory servers but the customer would like to authenticate users from the
acquired company as well. What steps are required, in regards to the Authentication Sources, in order to support this
request? (Select two.) 

A. Create a new Authentication Source, type Active Directory. 

B. Join the ClearPass server(s) to the new AD domain. 
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C. Add the new AD server(s) as backup into the existing Authentication Source. 

D. There is no need to Join ClearPass to the new AD domain. 

E. Create a new Authentication Source, type Generic LDAP. 

Correct Answer: BD 

 

QUESTION 4

Refer to the exhibit: 
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You have configured an Onboard portal for single SSID provision. During testing you notice that the QuickConnect
Application did not display the "Connect" button, only the finish button. To get connected the test user had to manually
connect to the secure-HS-5007 SSID but was prompted for a username and password. Using the screenshots as a
reference, how would you fix this issue? 

A. Check the network settings for the correct SSID name spelling. 

B. Change the network settings to use EAP-TLS for the authentication protocol. 

C. Install a public signed HTTPs web server certificate on the ClearPass server. 

D. Configure the SSID to support both EAP-PEAP and EAP-TLS authentication method. 

Correct Answer: A 

 

QUESTION 5

A customer has deployed an OnGuard Solution to all the corporate devices using a group policy rule to push the
OnGuard Agents. The network administrator is complaining that some of the agents are communicating to the
ClearPass server that is located in a DMZ, outside the firewall The network administrator wants all of the agents System
Health Validation traffic to stay inside the Management subnets. What can the ClearPass administrator do to move the
traffic only to the ClearPass Management Ports? 

A. Edit the agent.conf file being deployed to the clients to use the ClearPass Management Port for SHV updates. 
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B. Select the correct OnGuard Agent installer, and use the one configured for Management Port for the clients. 

C. Configure a Policy Manager Zone mapping so the OnGuard agent will use the Management Port IP. 

D. Filter TCP port 6658 on the firewall, forcing the OnGuard agent to use the ClearPass Management port. 

Correct Answer: C 
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