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QUESTION 1

Where is the following information stored in ClearPass? 

1. 

Roles and Posture for Connected Clients 

2. 

System Health for OnGuard 

3. 

Machine authentication State 

4. 

CoA session info 

5. 

Mapping of connected clients to NAS/NAD 

A. Multi-Master cache 

B. Endpoint database 

C. insight database 

D. ClearPass system cache 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit: You are doing a ClearPass PoC at a customer site with a single Aruba Mobility Controller. The
customer asked for a demonstration of a simple Web Login functionality. You used a service template to create the
guest services. During testing, the user gets redirected back to the weblogin page with an Authentication failed
message. The guest configurations on the Aruba Mobility Controller are configured correctly. Why would the guest fail to
authenticate successfully? 
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A. The authentication source mapped in the service is incorrect, it should be mapped as (Guest Device Repository]
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[Local SQL DB]. 

B. The username and/or password used for authentication is incorrect Re-enter the correct password on the weblogin
page. 

C. The username used for authentication does not exist in the Guest User Database Create a new user and
authenticate again. 

D. The Unique-Device-Count does not allow any Client devices. Update the Enforcement policy condition: Unique-
Device-Count. 

Correct Answer: A 

 

QUESTION 3

Refer to the exhibit: 
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You have been asked to help a Customer troubleshoot an issue. They have configured an Aruba OS 

switch (Aruba 2930 with 16.09) to do MAC authentication with profiling using ClearPass as the 

authentication source. They cannot get it working. 

Using the screenshots as a reference, how will you fix the issue? 

A. Delete the initial role in the Aruba OS switch to force the device to get the server derived user roles 

B. Use a CoA to bounce the switch port to force the port to change to the correct Aruba user role 

C. Change the Vendor settings for the Aruba OS switch to "Aruba" so that the enforcement will use the correct VSAs 

D. Modify the enforcement profile conditions with Aruba Vendor specific attributes and Aruba-user- roles 

E. User-roles are case sensitive, update the correct role with correct case in the enforcement profile 

Correct Answer: D 

 

QUESTION 4

A customer is looking to implement a Web-Based Health Check solution with the following requirements: 

for the HR user\\'s client devices, check if a USB stick is mounted. 

for the RandD user\\'s client devices, check if the hard disk is fully encrypted. 

The Web-Based Health Check service has been configured but the customer it is not sure how to design 

the Profile Policy. 

How can be accomplished this customer request? 

A. create two Posture Policies and customize the OnGuard Agent (Persistent or Dissolvable) to select the correct SHV
checks 

B. create one Posture Policy and define Rules Conditions that will apply different Tokens for each SHV check condition 
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C. create two Posture Policies and use the Restrict by Roles option to filter for HR and RandD user roles and apply the
correct SHV checks 

D. create one Posture Policy to check the HR users client devices and use the NAP Agent to check RandD users client
devices 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit: 
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A customer has configured the Aruba Controller for administrative authentication using ClearPass as a TACACS server.
During testing, the read-only user is getting the root access role. What could be a possible reason for this behavior?
(Select two.) 

A. The Controllers Admin Authentication Options Default role is mapped to toot. 

B. The ClearPass user role associated to the read-only user is wrong 

C. The Controller Server Group Match Rules are changing the user role 

D. The read-only enforcement profile is mapped to the root role 

E. On the Controller, the TACAC$ authentication server Is not configured for Session authorization 

Correct Answer: CE 
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