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QUESTION 1

A customer would like to allow only the AD users with the "Manager" title from the "HQ" location to 

Onboard their personal devices. Any other AD users should not be authorized to pass beyond the initial 

device provisioning page. 

Which Onboard service will you use to implement this requirement? 

A. Onboard CP login service 

B. Onboard Authorization service 

C. Onboard Provisioning service 

D. Onboard Pre-Auth service 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit: 
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A customer is trying to configure a TACACS Authentication Service for administrative access to the Aruba 

Controller, During testing the authentication is not successful. 

Given the screen shot what could be the reason for the Login status REJECT? 

A. The password used by the administrative user, user is wrong. 

B. The Enforcement profile is not designed to be used on Aruba Controller. 

C. The Read-only Administrator role does not exist on the Controller. 

D. The Enforcement profile used is not a TACACS profile. 

Correct Answer: A 

 

QUESTION 3

Refer to the exhibit: 
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A customer has configured the Aruba Controller for administrative authentication using ClearPass as a TACACS server.
During testing, the read-only user is getting the root access role. What could be a possible reason for this behavior?
(Select two.) 

A. The Controllers Admin Authentication Options Default role is mapped to toot. 

B. The ClearPass user role associated to the read-only user is wrong 

C. The Controller Server Group Match Rules are changing the user role 

D. The read-only enforcement profile is mapped to the root role 

E. On the Controller, the TACAC$ authentication server Is not configured for Session authorization 

Correct Answer: CE 

 

QUESTION 4

How does the RadSec improve the RADIUS message exchange? (Select two.) 

A. It can be used on an unsecured network or the Internet. 

B. It builds a TTLS tunnel between the NAD and ClearPass. 

C. Only the NAD needs to trust the ClearPass Certificate. 

D. It encrypts the entire RADIUS message. 

E. It uses UDP to exchange the radius packets. 

Correct Answer: DE 

 

QUESTION 5

What is the Open SSID (otherwise referred to as Dual SSID) Onboard deployment service workflow? 

A. OnBoard Pre-Auth Application service, OnBoard Authorization Application service. OnBoard Provisioning RADIUS
service 

B. OnBoard Pre-Auth RADIUS service. OnBoard Authorization Application service. OnBoard Provisioning RADIUS
service 
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C. OnBoard Authorization Application service, OnBoard Pre-Auth Application service, OnBoard Provisioning RADIUS
service 

D. OnBoard Authorization RADIUS service, OnBoard Pre-Auth Application service, OnBoard Provisioning RADIUS
service 

Correct Answer: C 
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