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QUESTION 1

A company\\'s webshop offers prospects and customers the possibility to search the catalog and place orders around
the clock. In order to satisfy the needs of both customer and business several requirements have to be met. One of the
criteria is data classification.

What is the most important classification aspect of the unit price of an object in a 24h webshop?

A. Confidentiality

B. Integrity

C. Availability

Correct Answer: C

QUESTION 2

Zoning is a security control to separate physical areas with different security levels. Zones with higher security levels
can be secured by more controls. The facility manager of a conference center is responsible for security.

What combination of business functions should be combined into one security zone?
A. Boardroom and general office space

B. Computer room and storage facility

C. Lobby and public restaurant

D. Meeting rooms and Human Resource rooms

Correct Answer: C

QUESTION 3

A security manager for a large company has the task to achieve physical protection for corporate data stores.
Through which control can physical protection be achieved?

A. Having visitors sign in and out of the corporate datacenter

B. Using a firewall to prevent access to the network infrastructure

C. Using access control lists to prevent logical access to organizational infrastructure

D. Using key access controls for employees needing access

Correct Answer: D
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QUESTION 4

In a company a personalized smart card is used for both physical and logical access control. What is the main purpose
of the person\\'s picture on the smart card?

A. To authenticate the owner of the card
B. To authorize the owner of the card
C. To identify the role of the card owner
D. To verify the iris of the card owner

Correct Answer: A

QUESTION 5

An employee has worked on the organizational risk assessment. The goal of the assessment is not to bring residual
risks to zero, but to bring the residual risks in line with an organization\\'s risk appetite.

When has the risk assessment program accomplished its primary goal?
A. Once the controls are implemented
B. Once the transference of the risk is complete

C. When decision makers have been informed of uncontrolled risks and proper authority groups decide to leave the
risks in place

D. When the risk analysis is completed

Correct Answer: C
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