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QUESTION 1

What is a key item that must be kept in mind when designing an enterprise-wide information security program? 

A. When defining controls follow an approach and framework that is consistent with organizational culture 

B. Determine controls in the light of specific risks an organization is facing 

C. Put an enterprise-wide network and Host-Based Intrusion Detection and Prevention System (Host-Based IDPS) into
place as soon as possible 

D. Put an incident management and log file analysis program in place immediately 

Correct Answer: B 

 

QUESTION 2

Zoning is a security control to separate physical areas with different security levels. Zones with higher security levels
can be secured by more controls. The facility manager of a conference center is responsible for security. 

What combination of business functions should be combined into one security zone? 

A. Boardroom and general office space 

B. Computer room and storage facility 

C. Lobby and public restaurant 

D. Meeting rooms and Human Resource rooms 

Correct Answer: C 

 

QUESTION 3

In a company the IT strategy is migrating towards a Service Oriented Architecture (SOA) so that migrating to the cloud
is better feasible in the future. The security architect is asked to make a first draft of the security architecture. 

Which elements should the security architect draft? 

A. Management and control of the security services 

B. The information security policy, the risk assessment and the controls in the security services 

C. Which security services are provided and in which supporting architectures are they defined 

Correct Answer: C 

 

QUESTION 4
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Recovery Time Objective (RTO) and Recovery Point Objective (RPO) are key terms in business continuity management
(BCM). Reducing loss of data is one of the focus areas of a BCM policy. 

What requirement is in the data recovery policy to realize minimal data loss? 

A. Maximize RPO 

B. Reduce RPO 

C. Reduce RTO 

D. Reduce the time between RTO and RPO 

Correct Answer: B 

 

QUESTION 5

The information security manager is writing the Information Security Management System (ISMS) documentation. The
controls that are to be implemented must be described in one of the phases of the Plan-Do-Check-Act (PDCA) cycle of
the ISMS. 

In which phase should these controls be described? 

A. Plan 

B. Do 

C. Check 

D. Act 

Correct Answer: A 
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