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QUESTION 1

The ambition of the security manager is to certify the organization against ISO/IEC 27001. What is an activity in the
certification program? 

A. Formulate the security requirements in the outsourcing contracts 

B. Implement the security baselines in Secure Systems Development Life Cycle (SecSDLC) 

C. Perform a risk assessment of the secure internet connectivity architecture of the datacenter 

D. Produce a Statement of Applicability based on risk assessments 

Correct Answer: D 

 

QUESTION 2

A security manager just finished the final copy of a risk assessment. This assessment contains a list of identified risks
and she has to determine how to treat these risks. 

What is the best option for the treatment of risks? 

A. Begin risk remediation immediately as the organization is currently at risk 

B. Decide the criteria for determining if the risk can be accepted 

C. Design appropriate controls to reduce the risk 

D. Remediate the risk regardless of cost 

Correct Answer: B 

 

QUESTION 3

The Board of Directors of an organization is accountable for obtaining adequate assurance. Who should be responsible
for coordinating the information security awareness campaigns? 

A. The Board of Directors 

B. The operational manager 

C. The security manager 

D. The user 

Correct Answer: C 

 

QUESTION 4
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In a company the IT strategy is migrating towards a Service Oriented Architecture (SOA) so that migrating to the cloud
is better feasible in the future. The security architect is asked to make a first draft of the security architecture. 

Which elements should the security architect draft? 

A. Management and control of the security services 

B. The information security policy, the risk assessment and the controls in the security services 

C. Which security services are provided and in which supporting architectures are they defined 

Correct Answer: C 

 

QUESTION 5

The information security architect of a large service provider advocates an open design of the security architecture, as
opposed to a secret design. 

What is her main argument for this choice? 

A. Open designs are easily configured. 

B. Open designs have more functionality. 

C. Open designs are tested extensively. 

Correct Answer: C 
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