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QUESTION 1

The security manager of a global company has decided that a risk assessment needs to be completed across the
company. 

What is the primary objective of the risk assessment? 

A. Identify, quantify and prioritize each of the business-critical assets residing on the corporate infrastructure 

B. Identify, quantify and prioritize risks against criteria for risk acceptance 

C. Identify, quantify and prioritize the scope of this risk assessment 

D. Identify, quantify and prioritize which controls are going to be used to mitigate risk 

Correct Answer: B 

 

QUESTION 2

The information security architect of a large service provider advocates an open design of the security architecture, as
opposed to a secret design. 

What is her main argument for this choice? 

A. Open designs are easily configured. 

B. Open designs have more functionality. 

C. Open designs are tested extensively. 

Correct Answer: C 

 

QUESTION 3

What is a risk treatment strategy? 

A. Mobile updates 

B. Risk acceptance 

C. Risk exclusion 

D. Software installation 

Correct Answer: B 

 

QUESTION 4

The information security manager is writing the Information Security Management System (ISMS) documentation. The
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controls that are to be implemented must be described in one of the phases of the Plan-Do-Check-Act (PDCA) cycle of
the ISMS. 

In which phase should these controls be described? 

A. Plan 

B. Do 

C. Check 

D. Act 

Correct Answer: A 

 

QUESTION 5

Recovery Time Objective (RTO) and Recovery Point Objective (RPO) are key terms in business continuity management
(BCM). Reducing loss of data is one of the focus areas of a BCM policy. 

What requirement is in the data recovery policy to realize minimal data loss? 

A. Maximize RPO 

B. Reduce RPO 

C. Reduce RTO 

D. Reduce the time between RTO and RPO 

Correct Answer: B 
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