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QUESTION 1

As a new member of the IT department you have noticed that confidential information has been leaked several times.
This may damage the reputation of the company. You have been asked to propose an organisational measure to
protect laptop computers. What is the first step in a structured approach to come up with this measure?

A. Appoint security staff

B. Encrypt all sensitive information

C. Formulate a policy

D. Set up an access control procedure

Correct Answer: C

QUESTION 2

Which of the following statements are correct for Clean Desk Policy? (Choose three)
A. Don\\'t leave confidential documents on your desk.

B. Don\\'t leave valuable items on your desk if you are not in your work area.

C. Don\\'t leave highly confidential items.

D. Don\\'t leave laptops without cable lock.

Correct Answer. ABC

QUESTION 3

Often, people do not pick up their prints from a shared printer. How can this affect the confidentiality of information?
A. Confidentiality cannot be guaranteed

B. Integrity cannot be guaranteed

C. Authenticity cannot be guaranteed

D. Availability cannot be guaranteed

Correct Answer: A

QUESTION 4

Which measure is a preventive measure?
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A. Installing a logging system that enables changes in a system to be recognized
B. Shutting down all internet traffic after a hacker has gained access to the company systems
C. Putting sensitive information in a safe

Correct Answer: C

QUESTION 5

You see a blue color sticker on certain physical assets. What does this signify?

A. The asset is very high critical and its failure affects the entire organization

B. The asset with blue stickers should be kept air conditioned at all times

C. The asset is high critical and its failure will affect a group/s/project\\'s work in the organization
D. The asset is critical and the impact is restricted to an employee only

Correct Answer: C
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