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QUESTION 1

Which of the following is not a type of Information Security attack? 

A. Legal Incidents 

B. Vehicular Incidents 

C. Technical Vulnerabilities 

D. Privacy Incidents 

Correct Answer: B 

 

QUESTION 2

What is the purpose of an Information Security policy? 

A. An information security policy makes the security plan concrete by providing the necessary details 

B. An information security policy provides insight into threats and the possible consequences 

C. An information security policy provides direction and support to the management regarding information security 

D. An information security policy documents the analysis of risks and the search for countermeasures 

Correct Answer: C 

 

QUESTION 3

Integrity of data means 

A. Accuracy and completeness of the data 

B. Data should be viewable at all times 

C. Data should be accessed by only the right people 

Correct Answer: A 

 

QUESTION 4

Who are allowed to access highly confidential files? 

A. Employees with a business need-to-know 

B. Contractors with a business need-to-know 

C. Employees with signed NDA have a business need-to-know 
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D. Non-employees designated with approved access and have signed NDA 

Correct Answer: C 

 

QUESTION 5

Backup media is kept in the same secure area as the servers. What risk may the organisation be exposed to? 

A. Unauthorised persons will have access to both the servers and backups 

B. Responsibility for the backups is not defined well 

C. After a fire, the information systems cannot be restored 

D. After a server crash, it will take extra time to bring it back up again 

Correct Answer: C 
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