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QUESTION 1

In which order is an Information Security Management System set up? 

A. Implementation, operation, maintenance, establishment 

B. Implementation, operation, improvement, maintenance 

C. Establishment, implementation, operation, maintenance 

D. Establishment, operation, monitoring, improvement 

Correct Answer: C 

 

QUESTION 2

What is the worst possible action that an employee may receive for sharing his or her password or access with others? 

A. Forced roll off from the project 

B. The lowest rating on his or her performance assessment 

C. Three days suspension from work 

D. Termination 

Correct Answer: D 

 

QUESTION 3

Which is not a requirement of HR prior to hiring? 

A. Undergo background verification 

B. Applicant must complete pre-employment documentation requirements 

C. Must undergo Awareness training on information security. 

D. Must successfully pass Background Investigation 

Correct Answer: C 

 

QUESTION 4

What is the goal of classification of information? 

A. To create a manual about how to handle mobile devices 

B. Applying labels making the information easier to recognize 
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C. Structuring information according to its sensitivity 

Correct Answer: C 

 

QUESTION 5

Phishing is what type of Information Security Incident? 

A. Private Incidents 

B. Cracker/Hacker Attacks 

C. Technical Vulnerabilities 

D. Legal Incidents 

Correct Answer: B 
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