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QUESTION 1

Which of the following is a preventive security measure? 

A. Installing logging and monitoring software 

B. Shutting down the Internet connection after an attack 

C. Storing sensitive information in a data save 

Correct Answer: C 

 

QUESTION 2

What is the purpose of an Information Security policy? 

A. An information security policy makes the security plan concrete by providing the necessary details 

B. An information security policy provides insight into threats and the possible consequences 

C. An information security policy provides direction and support to the management regarding information security 

D. An information security policy documents the analysis of risks and the search for countermeasures 

Correct Answer: C 

 

QUESTION 3

The computer room is protected by a pass reader. Only the System Management department has a pass. 

What type of security measure is this? 

A. a corrective security measure 

B. a physical security measure 

C. a logical security measure 

D. a repressive security measure 

Correct Answer: B 

 

QUESTION 4

Who are allowed to access highly confidential files? 

A. Employees with a business need-to-know 

B. Contractors with a business need-to-know 
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C. Employees with signed NDA have a business need-to-know 

D. Non-employees designated with approved access and have signed NDA 

Correct Answer: C 

 

QUESTION 5

After a devastating office fire, all staff are moved to other branches of the company. At what moment in the incident
management process is this measure effectuated? 

A. Between incident and damage 

B. Between detection and classification 

C. Between recovery and normal operations 

D. Between classification and escalation 

Correct Answer: A 
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