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QUESTION 1

ISO 27002 provides guidance in the following area 

A. PCI environment scoping 

B. Information handling recommendations 

C. Framework for an overall security andcompliance program 

D. Detailed lists of required policies and procedures 

Correct Answer: C 

 

QUESTION 2

In the context ofcontact with special interest groups, any information-sharing agreements should identify requirements
for the protection of _________ information. 

A. Availability 

B. Confidential 

C. Authentic 

D. Authorization 

Correct Answer: B 

 

QUESTION 3

Which of the following measures is a preventive measure? 

A. Installing a logging system that enables changes in a system to be recognized 

B. Shutting down all internet traffic after a hacker has gained access to thecompany systems 

C. Putting sensitive information in a safe 

D. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information
at risk 

Correct Answer: C 

 

QUESTION 4

Susan sends an email to Paul. Who determines the meaning and the value of information in this email? 

A. Paul, therecipient of the information. 
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B. Paul and Susan, the sender and the recipient of the information. 

C. Susan, the sender of the information. 

Correct Answer: A 

 

QUESTION 5

What is the objective of classifying information? 

A. Authorizing the use of an information system 

B. Creating alabel that indicates how confidential the information is 

C. Defining different levels of sensitivity into which information may be arranged 

D. Displaying on the document who is permitted access 

Correct Answer: C 
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