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QUESTION 1

What is the ISO / IEC 27002 standard? 

A. It is a guide of good practices that describes the control objectives and recommended controls regarding information
security. 

B. It is a guide that focuses on the critical aspects necessary for the successful design and implementation of an ISMS
in accordance with ISO / IEC 27001 

C. It is a guide for the development and use of applicable metrics and measurement techniques to determine the
effectiveness of an ISMS and the controls or groups of controls implemented according to ISO / IEC 27001. 

Correct Answer: A 

 

QUESTION 2

It is allowed that employees and contractors are provided with an anonymous reporting channel to report violations of
information security policies or procedures ("whistle blowing") 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

Select risk control activities for domain "10. Encryption" of ISO / 27002: 2013 (Choose two) 

A. Work in safe areas 

B. Cryptographic Controls Use Policy 

C. Physical security perimeter 

D. Key management 

Correct Answer: BD 

 

QUESTION 4

What do employees need to know to report a security incident? 

A. How to report an incident and to whom. 

B. Whether the incident has occurred before and what was the resulting damage. 

C. The measures that should have been taken to prevent the incident in the first place. 
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D. Who is responsible for the incident and whether it was intentional. 

Correct Answer: A 

 

QUESTION 5

What should be used to protect data on removable media if data confidentiality or integrity are important
considerations? 

A. backup on another removable medium 

B. cryptographic techniques 

C. a password 

D. logging 

Correct Answer: B 
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