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QUESTION 1

You are asked to design a security solution for your client\\'s new two-tier data center. The client has a need for some
flows to bypass firewall inspection entirely.

Where should the firewall be deployed in this data center?

A. inline, between the core switches and the access switches
B. inline, between the core switches and the edge routers

C. one-arm configuration, connected to the core switches

D. one-arm configuration, connected to each access switch
Correct Answer: C

Reference: https://www.juniper.net/us/en/local/pdf/implementation-guides/8010046-en.pdf

QUESTION 2

Which statement is correct about service chaining?

A. Service chaining uses IPsec to connect together two or more VMs

B. Service chaining evaluates traffic by using multiple security features on the same instance
C. Service chaining redirects traffic back through the same device for additional processing
D. Service chaining combines multiple VNF instances together in the data flow

Correct Answer: D

QUESTION 3

You are creating a security design proposal for a customer who is connecting their headquarters to a remote branch site
over an unsecured Internet connection. As part of your design, you must recommend a solution to connect these sites
together and ensure that the communication is secured and encrypted.

In this scenario, which solution do you recommend?

A. GRE

B. XMPP

C. IPsec

D. MPLS

Correct Answer: C
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QUESTION 4

Your company has outgrown its existing secure enterprise WAN that is configured to use OSPF, AutoVPN, and IKE
version 1. You are asked if it is possible to make a design change to improve the WAN performance without purchasing
new hardware.

Which two design changes satisfy these requirements? (Choose two.)

A. Modify the IPsec proposal from AES-128 to AES-256

B. Change the IGP from OSPF to IS-IS

C. Migrate to IKE version 2

D. Implement Auto Discovery VPN

Correct Answer: BD

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html

QUESTION 5

Which statement about IPsec tunnels is true?

A. They are used to provide in-depth packet inspection for traffic leaving your network
B. They are used to prevent routing loops in a Layer 2 environment

C. They are used to secure and encrypt traffic between tunnel endpoints

D. They are used to combine multiple interfaces into a single bundle

Correct Answer: C
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