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QUESTION 1

You are designing a solution to protect a service provider network against volumetric denial-of-service attacks. Your
main concern is to protect the network devices. Which two solutions accomplish this task? (Choose two.) 

A. next-generation firewall 

B. screens 

C. intrusion prevention system 

D. BGP FlowSpec 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/day-one- books/DO_BGP_FLowspec.pdf 

 

QUESTION 2

You are designing a DDoS solution for an ISP using BGP FlowSpec. You want to ensure that BGP FlowSpec does not
overwhelm the ISP\\'s edge routers. 

Which two requirements should be included in your design? (Choose two.) 

A. Specify a maximum number BGP FlowSpec prefixes per neighbor 

B. Implement a route policy to limit advertised routes to /24 subnets 

C. Implement a route policy to limit advertised routes to any public IP space 

D. Specify a maximum number of BGP FlowSpec prefixes per device 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/day-one-books/DO_BGP_FLowspec.pdf 

 

QUESTION 3

You are asked to design a VPN solution between 25 branches of a company. The company wants to have the sites talk
directly to each other in the event of a hub device failure. The solution should follow industry standards. 

Which solution would you choose in this scenario? 

A. AutoVPN 

B. Auto Discovery VPN 

C. Group VPN 

D. full mesh VPN 
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Correct Answer: B 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html 

 

QUESTION 4

You work for an ISP that wants to implement remote-triggered black hole (RTBH) filters. What are three considerations
in this scenario? (Choose three.) 

A. Source RTBH can block legitimate traffic on the network 

B. BGP FlowSpec improves the RTBH model by implementing dynamic firewall filters 

C. Source RTBH requires uRPF to be implemented on the service provider\\'s network core 

D. Destination RTBH requires uRPF to be implemented on the service provider\\'s network edge 

E. Destination RTBH essentially completes the attack on the victim\\'s IP 

Correct Answer: ABC 

 

QUESTION 5

You are designing a data center interconnect between two sites across a service provider Layer 3 VPN service. The
sites require Layer 2 connectivity between hosts, and the connection must be secure. 

In this scenario, what will accomplish this task? 

A. EVPN over IPsec 

B. MACsec encryption 

C. SSL VPN encryption 

D. stacked VLAN tagging 

Correct Answer: B 
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