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QUESTION 1

A hosting company is migrating to cloud-based solutions. Their customers share a physical firewall cluster, subdivided
into individual logical firewalls for each customer. Projection data shows that the cloud service will soon deplete all the
resources within the physical firewall. As a consultant, you must propose a scalable solution that continues to protect all
the cloud customers while still securing the existing physical network.

In this scenario, which solution would you propose?

A. Deploy a vSRX cluster in front of each customer\\'s servers while keeping the physical firewall cluster

B. Deploy a software-defined networking solution

C. Remove the physical firewall cluster and deploy vSRX clusters dedicated to each customer\\'s servers

D. Replace the physical firewall cluster with a higher-performance firewall

Correct Answer: C

QUESTION 2

You are designing a data center security solution for a customer. The customer asks that you provide a DDoS solution.
Several IPsec tunnels will be terminated at the data center gateway.

Which type of security is your customer asking you to implement?
A. segmentation

B. intra-data center policy enforcement

C. perimeter protection

D. compliance

Correct Answer: C

QUESTION 3

Your company has 500 branch sites and the CIO is concerned about minimizing the potential impact of a VPN router
being stolen from an enterprise branch site. You want the ability to quickly disable a stolen VPN router while minimizing
administrative overhead.

Which solution accomplishes this task?

A. Implement a certificate-based VPN using a public key infrastructure (PKI)

B. Modify your IKE proposals to use Diffie-Hellman group 14 or higher

C. Use firewall filters to block traffic from the stolen VPN router

D. Rotate VPN pre-shared keys every month
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Correct Answer: C

QUESTION 4

You are asked to deploy a security solution in your data center that ensures all traffic flows through the SRX Series
devices.

Which firewall deployment method meets this requirement?
A. one-arm

B. two-arm

C. transparent

D. inline

Correct Answer: D

Reference: https://www.juniper.net/us/en/local/pdf/implementation-guides/8010046-en.pdf

QUESTION 5

You are designing an SDSN security solution for a new campus network. The network will consist of Juniper Networks
Policy Enforcer, Juniper Networks switches, third-party switches, and SRX Series devices. The switches and the SRX
Series devices will be used as security enforcement points.

Which component supports the SRX Series devices in this scenario?

A. Security Director

B. RADIUS server

C. certificate server

D. DHCP server

Correct Answer: A

Reference: https://www.juniper.net/documentation/en_US/release-independent/solutions/topics/concept/ sg-006a-sdsn-
product-components.html
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