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QUESTION 1

You are designing an SDSN security solution for a new campus network. The network will consist of Juniper Networks
Policy Enforcer, Juniper Networks switches, third-party switches, and SRX Series devices. The switches and the SRX
Series devices will be used as security enforcement points. 

Which component supports the SRX Series devices in this scenario? 

A. Security Director 

B. RADIUS server 

C. certificate server 

D. DHCP server 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/release-independent/solutions/topics/concept/ sg-006a-sdsn-
product-components.html 

 

QUESTION 2

You are creating a security design proposal for a customer who is connecting their headquarters to a remote branch site
over an unsecured Internet connection. As part of your design, you must recommend a solution to connect these sites
together and ensure that the communication is secured and encrypted. 

In this scenario, which solution do you recommend? 

A. GRE 

B. XMPP 

C. IPsec 

D. MPLS 

Correct Answer: C 

 

QUESTION 3

You are designing a corporate WAN using SRX Series devices as a combined firewall and router at each site. 

Regarding packet-mode and flow-mode operations in this scenario, which statement is true? 

A. Packet-mode on SRX Series devices is required for deep packet inspection 

B. Packet-mode is only supported on high-end SRX Series devices 

C. An SRX Series device in flow-mode cannot forward packet-mode traffic 
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D. Flow-mode on SRX Series devices is required for security services 

Correct Answer: D 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-srx-devicesprocessing-
overview.xml.html 

 

QUESTION 4

You are designing a data center security architecture. The design requires automated scaling of security services
according to real-time traffic flows. 

Which two design components will accomplish this task? (Choose two.) 

A. telemetry with an SDN controller 

B. JFlow traffic monitoring with event scripts 

C. VNF security devices deployed on x86 servers 

D. VRF segmentation on high-capacity physical security appliances 

Correct Answer: BC 

Reference: https://www.juniper.net/documentation/en_US/learn-about/LearnAbout_NFV.pdf 

 

QUESTION 5

You are working with a customer to create a design proposal using SRX Series devices. As part of the design, you must
consider the requirements shown below: 

1.

 You must ensure that every packet entering your device is independently inspected against a set of rules. 

2.

 You must provide a way to protect the device from undesired access attempts. 

3.

 You must ensure that you can apply a different set of rules for traffic leaving the device than are in use for traffic
entering the device. 

In this scenario, what do you recommend using to accomplish these requirements? 

A. firewall filters 

B. intrusion prevention system 

C. unified threat management 

D. screens 
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Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/example/firewall-filter-statelessexample-trusted-
source-block-telnet-and-ssh-access.html 
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