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QUESTION 1

What is a zone used for?

A. to bundle interfaces together for redundancy

B. to bundle interfaces sharing identical security requirements
C. to provide a tunneled connection across a network

D. to protect against spam attacks

Correct Answer: D

QUESTION 2

You have created your tunnel interface in the untrust zone. Traffic from the trust zone is able to enter the tunnel and
pass to the destination. However traffic from a different interface in the untrust zone is not able to pass traffic through
the tunnel. You are using a single virtual router. What could be causing this problem?

A. Two virtual routers need to be configured.

B. A policy is needed since intra-zone blocking is on by default in the untrust zone.

C. The tunnel is configured with a proxy id that does not include the address from the untrust interface.

D. The routing tables are not correctly configured to allow the traffic from the untrust source to be delivered to the
destination.

Correct Answer: B

QUESTION 3

When configuring a firewall in a critical environment where a local backup configuration is quickly needed, what should
be completed on a periodic basis?

A. Execute exec config rollback.

B. Execute save config to last-known-good.

C. Execute save regularly or create a script that does this.
D. Execute save software from flash to pcmcia .

Correct Answer: B

QUESTION 4

What is the purpose of the sequence number in the ESP or AH header?
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A. Provide protection from missing packets that have been encrypted

B. Provide protection from someone trying to replay captured data later in the session

C. Provide protection from hackers changing the sequence number in the layer 4 header

D. Provide protection from someone trying to resequence the packets to try and crash the system

Correct Answer: B

QUESTION 5

The CLI command, \\'set policy from untrust to trust "ANY" "ANY" "ANY" Permit\\' is the default configuration policy on
which NetScreen device?

A. NetScreen 500

B. NetScreen-5XT

C. NetScreen-5XP

D. None of the above

E. NetScreen-200 series

Correct Answer: D
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